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Demtec, s.r.o Graphlytic 5.0.7 Cross Site Scripting

Graphytics version 5.0.7 is vulnerable to Stored Cross-Site Scripting (XSS), allowing attackers to
execute malicious JavaScript in a victim’s browser. This can lead to session hijacking, as the

application does not enforce the HttpOnly flag on session cookies, making them accessible to client-

side scripts. Exploiting this vulnerability could result in unauthorized access to user sessions and
sensitive information.

The issue was tested in the Dockerized version of Graphytics, following the installation guide provided

at: "https://graphlytic.com/doc/latest/Install_with_Docker_on_Ubuntu.html”
#### Steps to Reproduce: ####

1. Login to the application.

2. Create a new visualization.

3. Click on save.

4. Write any name under 30 charachters.

5. In the description, add the following payload:

"><l-->img src=x onerror=alert(document.cookie) >

5. Click on Projects / View the list from top left to execute the Stored XSS payload.

I\ https://github.com/HexC0d3/graphlytic-xss-exploits/blob/main/stored_xss.md
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