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YouDianCMS v9.5.21 has another reflected XSS vulnerability in
App/Tpl/Admin/Default/Log/index.html #5

(oven)

zonesec0 opened 3 weeks ago

Description

YouDianCMS v9.5.21 is vulnerable to XSS. Attackers can add malicious JavaScript scripts to the URL, and
the server will concatenate the malicious scripts into the URL and return them to the browser, ultimately
causing XSS vulnerabilities

Vendor Homepage
http://youdiancms.com/download/369.html

Vulnerable File
App/Tpl/Admin/Default/Log/index.html

VERSION(S)
v9.5.21

Vulnerability Type
XSS

Root Cause
In App/Lib/Action/Admin/LogAction.classphp, the server retrieves the value of the parameter LogType
from the browser without security filtering.

Directly return the value of LogType to the browser in the template file
App/Pll/Admin/Default/Log/index.html
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ion()) return;

.DeleteTip}", function () {

###payload
Need to log in to the system

http://{domain}/index.php/Admin/log/index?LogType=</script><script>alert(1)</script>

A F== youdiancms.io/index.php/Admin/log/index?LogType= </script> <script>alert(1) </script>
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