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Summary

Adobe has released security updates for ColdFusion versions 2025, 2023 and 2021. �ese updates resolve
critical and important vulnerabilities that could lead to arbitrary �le system read, arbitrary code execution and
security feature bypass.

 Adobe is not aware of any exploits in the wild for any of the issues addressed in these updates.

A�ected Versions

Bulletin ID Date Published Priority

APSB25-15 April 8, 2025 1

Product Update number Platform

ColdFusion 2025 Build 331385 All

ColdFusion 2023 Update 12 and earlier versions
  

All

ColdFusion 2021 Update 18 and earlier versions All

☰ Sign in

https://helpx.adobe.com/security/severity-ratings.html
https://helpx.adobe.com/security/severity-ratings.html
https://www.adobe.com/
https://www.adobe.com/


Solution

Adobe categorizes these updates with the following priority rating and recommends users update their
installations to the newest versions:

Note: See the updated serial �lter documentation for more details on protection against insecure
Wddx deserialization a�acks h�ps://helpx.adobe.com/coldfusion/kb/coldfusion-serial�lter-�le.html

Vulnerability Details

ColdFusion 2025 Update 1 All 1 Tech Note

ColdFusion 2023 Update 13 All 1 Tech Note

ColdFusion 2021 Update 19 All 1 Tech Note

Product Updated Version Platform Priority rating Availability

Vulnerability
Category

Vulnerability
Impact

Severity CVSS
base
score 

CVSS vector

Improper
Input
Validation
(CWE-20)

Arbitrary �le
system read

Critical

9.1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

Deserialization
of Untrusted
Data (CWE-
502)

Arbitrary
code
execution

Critical

9.1 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N

Improper
Access Control
(CWE-284)

Arbitrary �le
system read

Critical
9.1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

https://helpx.adobe.com/security/severity-ratings.html
https://helpx.adobe.com/coldfusion/kb/coldfusion-serialfilter-file.html
https://helpx.adobe.com/coldfusion/kb/coldfusion-2025-update-1.html
https://helpx.adobe.com/coldfusion/kb/coldfusion-2023-update-13.html
https://helpx.adobe.com/coldfusion/kb/coldfusion-2021-update-19.html
https://www.first.org/cvss/v3.1/specification-document
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/284.html
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nbxiglk - CVE-2025-24446, CVE-2025-30281, CVE-2025-30282, CVE-2025-30284, CVE-2025-30285, CVE-2025-
30286, CVE-2025-30289

Brian Reilly (reillyb) - CVE-2025-24447, CVE-2025-30288, CVE-2025-30290, CVE-2025-30291, CVE-2025-
30292, CVE-2025-30293, CVE-2025-30294

cioier - CVE-2025-30287

NOTE: Adobe has a public bug bounty program with HackerOne. If you are interested in working with Adobe as
an external security researcher, please check out h�ps://hackerone.com/adobe

Improper
Authentication
(CWE-287)

Arbitrary
code
execution

Critical
9.1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

Deserialization
of Untrusted
Data (CWE-
502)

Arbitrary
code
execution

Critical

8.0 CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H

Deserialization
of Untrusted
Data (CWE-
502)

Arbitrary
code
execution

Critical

8.0 CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H

Improper
Neutralization
of Special
Elements used
in an OS
Command
('OS
Command
Injection')
(CWE-78)

Arbitrary
code
execution

Critical

8.0 CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:C/C:H/I:H/A:H

I A bit C iti l

https://hackerone.com/adobe
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/502.html
https://cwe.mitre.org/data/definitions/78.html


Note: Adobe recommends updating your ColdFusion JDK/JRE LTS version to the latest update release as a
secure practice. �e ColdFusion downloads page is regularly updated to include the latest Java installers for
the JDK version your installation supports as per the matrices below. 

ColdFusion 2025 support matrix 

ColdFusion 2023 support matrix

ColdFusion 2021 support matrix

For instructions on how to use an external JDK, view Change ColdFusion JVM. 

Adobe also recommends applying the security con�guration se�ings included in the ColdFusion Security
documentation as well as review the respective Lockdown guides.    

ColdFusion 2025 Lockdown Guide

ColdFusion 2023 Lockdown Guide

ColdFusion 2021 Lockdown Guide

ColdFusion JDK Requirement

COLDFUSION 2025 (version 2023.0.0.331385) and above
For Application Servers

On JEE installations, set the following JVM �ag, “-Djdk.serialFilter=
!org.mozilla.**;!com.sun.syndication.**;!org.apache.commons.beanutils.**;!org.jgroups.**;!com.sun.rowset.**;
!com.mysql.cj.jdbc.interceptors.**;!org.apache.commons.collections.**; " in the respective startup �le depending on
the type of Application Server being used.

For example:
Apache Tomcat Application Server: edit JAVA_OPTS in the ‘Catalina.bat/sh’ �le
WebLogic Application Server: edit JAVA_OPTIONS in the ‘startWeblogic.cmd’ �le
WildFly/EAP Application Server: edit JAVA_OPTS in the ‘standalone.conf ’ �le
Set the JVM �ags on a JEE installation of ColdFusion, not on a standalone installation.

 

COLDFUSION 2023 (version 2023.0.0.330468) and above
For Application Servers

On JEE installations, set the following JVM �ag, “-Djdk.serialFilter=
!org.mozilla.**;!com.sun.syndication.**;!org.apache.commons.beanutils.**;!org.jgroups.**;!com.sun.rowset.**;

https://helpx.adobe.com/coldfusion/kb/coldfusion-downloads.html#downloads3
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhelpx.adobe.com%2Fpdf%2Fcoldfusion2025-support-matrix.pdf&data=05%7C02%7Cswatson%40adobe.com%7C557feaedad0a489672c208dd73823030%7Cfa7b1b5a7b34438794aed2c178decee1%7C0%7C0%7C638793725177732427%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=qBpY9UdDwPE1uW5kYexzbti%2Fj9lLTAI%2BdyZynv3c1WU%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhelpx.adobe.com%2Fpdf%2Fcoldfusion2023-suport-matrix.pdf&data=05%7C02%7Cswatson%40adobe.com%7C2eb33694fe3e4993387e08dd739342eb%7Cfa7b1b5a7b34438794aed2c178decee1%7C0%7C0%7C638793798574320944%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=6Cjp2%2BUjQQzbFFqAPTvr3yjbgR3AxnKxFqgFUa0VAlk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhelpx.adobe.com%2Fpdf%2Fcoldfusion2021-support-matrix.pdf&data=05%7C02%7Cswatson%40adobe.com%7C2eb33694fe3e4993387e08dd739342eb%7Cfa7b1b5a7b34438794aed2c178decee1%7C0%7C0%7C638793798574336318%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=W5PMRdDxuzwcwvs43SAhfK7%2FqGThnQfn4H2EdaMKmEM%3D&reserved=0
https://helpx.adobe.com/coldfusion/kb/change-coldfusion-jvm.html
https://helpx.adobe.com/coldfusion/configuring-administering/administering-coldfusion-security.html
https://helpx.adobe.com/coldfusion/configuring-administering/administering-coldfusion-security.html
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fhelpx.adobe.com%2Fcontent%2Fdam%2Fhelp%2Fen%2Fcoldfusion%2Fcoldfusion-2025-lockdown-guide-v1.0.pdf&data=05%7C02%7Cswatson%40adobe.com%7C557feaedad0a489672c208dd73823030%7Cfa7b1b5a7b34438794aed2c178decee1%7C0%7C0%7C638793725177753303%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=U0om1LqgHis%2B5P%2BoaODHCxiftLK3izU1%2B44dssyOnDk%3D&reserved=0
https://www.adobe.com/content/dam/cc/us/en/products/coldfusion/pdfs/cf-starter-kits/coldfusion-2023-lockdown-guide-1.1.pdf
https://www.adobe.com/content/dam/cc/us/en/products/coldfusion/pdfs/cf-starter-kits/coldfusion-2021-lockdown-guide-1.1.pdf
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!com.mysql.cj.jdbc.interceptors.**;!org.apache.commons.collections.**;" in the respective startup �le depending on
the type of Application Server being used.

For example:
Apache Tomcat Application Server: edit JAVA_OPTS in the ‘Catalina.bat/sh’ �le
WebLogic Application Server: edit JAVA_OPTIONS in the ‘startWeblogic.cmd’ �le
WildFly/EAP Application Server: edit JAVA_OPTS in the ‘standalone.conf ’ �le
Set the JVM �ags on a JEE installation of ColdFusion, not on a standalone installation.

 

COLDFUSION 2021 (version 2021.0.0.323925) and above

For Application Servers   

On JEE installations, set the following JVM �ag, “-Djdk.serialFilter=
!org.mozilla.**;!com.sun.syndication.**;!org.apache.commons.beanutils.**;!org.jgroups.**;!com.sun.rowset.**;
!com.mysql.cj.jdbc.interceptors.**;!org.apache.commons.collections.**;"

in the respective startup �le depending on the type of Application Server being used.

For example:   

Apache Tomcat Application Server: edit JAVA_OPTS in the ‘Catalina.bat/sh’ �le   

WebLogic Application Server:  edit JAVA_OPTIONS in the ‘startWeblogic.cmd’ �le   

WildFly/EAP Application Server:  edit JAVA_OPTS in the ‘standalone.conf ’ �le   

Set the JVM �ags on a JEE installation of ColdFusion, not on a standalone installation.   

For more information, visit h�ps://helpx.adobe.com/security.html , or email PSIRT@adobe.com 
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