
Windows Routing and Remote Access Service (RRAS) Information Disclosure Vulnerability New

CVE-2025-21203
Security Vulnerability

Released: Apr 8, 2025

Assigning CNA:

CVE.org link: CVE-2025-21203 

Impact: Information Disclosure Max Severity: Important

Weakness:

CVSS Source: Microsoft

Vector String: CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:U/RL:O/RC:C

Please see Common Vulnerability Scoring System for more information on the definition of these metrics.

Executive Summary

Buffer over-read in Windows Routing and Remote Access Service (RRAS) allows an unauthorized attacker to disclose information over a network.

Exploitability

The following table provides an exploitability assessment for this vulnerability at the time of original publication.
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CWE-126: Buffer Over-read
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Metric Value

Base score metrics (8)



Attack Vector Network

Attack Complexity Low

Privileges Required None

User Interaction Required

Scope Unchanged

Confidentiality High

Integrity None

Availability None

Temporal score metrics (3)



Exploit Code Maturity Unproven

Remediation Level Official Fix

Report Confidence Confirmed
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According to the CVSS metric, user interaction is required (UI:R). What interaction would the user have to do?

This attack requires an admin user on the client to connect to a malicious server and then take specific actions which could result in information disclosure.

What type of information could be disclosed by this vulnerability?

An attacker who successfully exploited this vulnerability could potentially read portions of heap memory.
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Security Updates

To determine the support lifecycle for your software, see the Microsoft Support Lifecycle.

 Keyword

Disclaimer

The information provided in the Microsoft Knowledge Base is provided "as is" without warranty of any kind. Microsoft disclaims all warranties, either express or implied, including the
warranties of merchantability and fitness for a particular purpose. In no event shall Microsoft Corporation or its suppliers be liable for any damages whatsoever including direct,
indirect, incidental, consequential, loss of business profits or special damages, even if Microsoft Corporation or its suppliers have been advised of the possibility of such damages.
Some states do not allow the exclusion or limitation of liability for consequential or incidental damages so the foregoing limitation may not apply.
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