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IR Number FG-IR-24-111

Published Date Apr 8, 2025

Component GUI

Severity  Low

CVSSv3 Score 2.1

Impact Information disclosure

CVE ID CVE-2024-32122

CVRF Download

Summary

An insufficiently protected credentials [CWE-522] vulnerability in FortiOS may allow a privileged

authenticated attacker to retrieve LDAP credentials via modifying the LDAP server IP address in the

FortiOS configuration to point to a malicious attacker-controlled server.

Version Affected Solution

FortiOS 7.6 Not affected Not Applicable

FortiOS 7.4 7.4 all versions Migrate to a fixed release

FortiOS 7.2 7.2 all versions Migrate to a fixed release

https://fortiguard.fortinet.com/
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://fortiguard.fortinet.com/psirt
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:L/AC:L/PR:H/UI:N/S:U/C:L/I:N/A:N/E:P/RL:W/RC:C&version=3.1
https://fortiguard.fortinet.com/psirt/cvrf/FG-IR-24-111


Version Affected Solution

FortiOS 7.0 7.0 all versions Migrate to a fixed release

FortiOS 6.4 6.4 all versions Migrate to a fixed release

Follow the recommended upgrade path using our tool at: https://docs.fortinet.com/upgrade-tool
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Contact Us | Legal | Privacy |

Partners | Feedback

Copyright © 2025 Fortinet, Inc. All Rights Reserved.

https://docs.fortinet.com/upgrade-tool
https://www.fortinet.com/
https://www.fortinet.com/
https://fortiguard.fortinet.com/contactus
https://www.fortinet.com/corporate/about-us/legal.html
https://www.fortinet.com/corporate/about-us/privacy.html
https://fortiguard.fortinet.com/partners
https://fortiguard.fortinet.com/faq/general-contact
https://www.facebook.com/FortiGuard.Labs
https://www.facebook.com/FortiGuard.Labs
https://x.com/FortiGuardLabs
https://x.com/FortiGuardLabs
https://www.linkedin.com/showcase/3668640/
https://www.linkedin.com/showcase/3668640/
https://www.instagram.com/fortinet/
https://www.instagram.com/fortinet/
https://fortiguard.fortinet.com/rss-feeds
https://fortiguard.fortinet.com/rss-feeds

