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Submit #524934: projectworlds Online Time Table Generator
1.0 Unrestricted Upload

Title projectworlds Online Time Table Generator 1.0 Unrestricted Upload

Description The file upload functionality in "/admin/add_student.php” lacks proper validation of user-supplied files.

Attackers can upload malicious scripts (php) due to missing file type checks and extension filtering.

The server executes these files in the web-accessible upload directory, leading to full system

compromise.
Source I\ https://github.com/ydnd/cve/issues/11
User & |Eeee (UID 82690)

Submission 03/22/2025 03:37 AM (11 days ago)

Moderation 03/31/2025 02:22 PM (9 days later)

Status

VulDB Entry [Project Worlds Online Time Table Generator 1.0 /admin/add_student.php pic unrestricted
upload]
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