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Directory Traversal in Load Code feature
Moderate bradymiller published GHSA-ffpq-2wqj-v8ff yesterday

Package

OpenEMR
Affected versions

< 7.3.0
Patched versions

7.3.0

Description

Summary

Directory Traversal in Load Code feature

Details

Admin>Coding>External Data Loads
Check the installation status of external data

A directory traversal vulnerability exists in the db  parameter of
/interface/code_systems/list_staged.php  .

This vulnerability can be used to obtain a list of zip files if the exist in a directory.

POC

Severity

Moderate / 10

CVSS v4 base metrics

Exploitability Metrics

Attack Vector Network

Attack Complexity Low

Attack
Requirements

None

Privileges Required High

User interaction Active

Vulnerable System
Impact Metrics

Confidentiality Low

Integrity None

Availability None

Subsequent System
Impact Metrics

Confidentiality None

Integrity None

Availability None

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/
UI:A/VC:L/VI:N/VA:N/SC:N/SI:N/
SA:N

CVE ID

CVE-2025-29789

Weaknesses

CWE-23

Credits

Code Issues 294 Pull requests 79 Actions Projects Security 1 Insights

4.6

Learn more about base
metrics
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http://localhost:8092/interface/code_systems/list_staged.php?
db=../../../../../../var/www/localhost/htdocs/openemr/ccdaservice/node_modules/
oe-cqm-parsers/cms_measures/&_=1741951977700

/var/www/localhost/htdocs/openemr/ccdaservice/node_modules/oe-cqm-
parsers/cms_measures/

Reporter

Wishes to remain anonymous

bradymiller
Remediation develop
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