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@@ -206,6 +206,7 @@

#define TM_FRAME_DATA_SIZE 1786 /* bytes */

#define TM_FILL_SIZE       1145 /* bytes */

#define TM_PAD_SIZE        2    /* bytes */

#define TM_SECONDARY_HDR_MAX_VALUE 63+

// AOS Defines

#define AOS_FRAME_DATA_SIZE 1786 /* bytes */

include/crypto_config.h +1
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@@ -149,8 +149,10 @@

#define CRYPTO_LIB_ERR_AOS_FL_LT_MAX_FRAME_SIZE                             (-76)

#define CRYPTO_LIB_ERR_TM_FL_LT_MAX_FRAME_SIZE                              (-77)

#define CRYPTO_LIB_ERR_INVALID_FHECF                                        (-78)

#define CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE                                (-79)+

#define CRYPTO_LIB_ERR_TM_SECONDARY_HDR_VN                                  (-80)+

#define CRYPTO_CORE_ERROR_CODES_MAX -78-

#define CRYPTO_CORE_ERROR_CODES_MAX -80+

// Define codes for returning MDB Strings, and determining error based on strings

#define CAM_ERROR_CODES     600

include/crypto_error.h +3 -1
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@@ -99,7 +99,9 @@ char *crypto_enum_errlist_core[] = {(char *)"CRYPTO_LIB_SUCCESS",

                                    (char *)"CRYPTO_LIB_ERR_TM_FRAME_LENGTH_UNDERFLOW",

                                    (char *)"CRYPTO_LIB_ERR_AOS_FL_LT_MAX_FRAME_SIZE",

                                    (char *)"CRYPTO_LIB_ERR_TM_FL_LT_MAX_FRAME_SIZE",

                                    (char *)"CRYPTO_LIB_ERR_INVALID_FHECF"};-

                                    (char *)"CRYPTO_LIB_ERR_INVALID_FHECF",+

                                    (char *)"CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE",+

                                    (char *)"CRYPTO_LIB_ERR_TM_SECONDARY_HDR_VN"};+

char *crypto_enum_errlist_config[] = {

    (char *)"CRYPTO_CONFIGURATION_NOT_COMPLETE",

src/core/crypto_error.c +3 -1
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@@ -1805,7 +1805,7 @@ int32_t Crypto_TC_ProcessSecurity_Cam(uint8_t *ingest, int

*len_ingest, TC_t *tc

        return status;

    } // Unable to get necessary Managed Parameters for TC TF -- return with error.

    if (*len_ingest < current_managed_parameters_struct.max_frame_size || 

(tc_sdls_processed_frame->tc_header.fl + 1) < *len_ingest)

-

    if ((tc_sdls_processed_frame->tc_header.fl + 1) < *len_ingest)+

    {

        status = CRYPTO_LIB_ERR_TC_FRAME_LENGTH_UNDERFLOW;

src/core/crypto_tc.c +1 -1
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@@ -827,8 +827,42 @@ int32_t Crypto_TM_ApplySecurity(uint8_t *pTfBuffer, uint16_t

len_ingest)

    // Note: Secondary headers are static only for a mission phase, not guaranteed 

static

    // over the life of a mission Per CCSDS 132.0-B.3 Section 4.1.2.7.2.3

    // Secondary Header flag is 1st bit of 5th byte (index 4)

    uint8_t secondary_hdr_start = 6; // starts at 6th byte+

    Crypto_TM_Check_For_Secondary_Header(pTfBuffer, &idx); // Sets idx to 6 + 

secondary_hdr_len + 1

+

    Crypto_TM_Check_For_Secondary_Header(pTfBuffer, &idx);-

    uint16_t secondary_hdr_len = idx - secondary_hdr_start;+

    // Determine Secondary Header Version Number, should always be 0b00+

    uint8_t shvn = (pTfBuffer[secondary_hdr_start] & 0xC0) >> 6;+

#ifdef TM_DEBUG+

    printf("Secondary Header Version Number: %d\n", shvn);+

    printf("len_ingest: %d \n", len_ingest);+

    printf("byte_idx: %d\n", idx);+

    printf("Actual secondary header length: %d\n", secondary_hdr_len);+

#endif+

    if (shvn > 0 && idx > secondary_hdr_start) // idx will be > 6 if secondary header 

is present

+

    {+

        status = CRYPTO_LIB_ERR_TM_SECONDARY_HDR_VN;+

        mc_if->mc_log(status);+

        return status;+

    }+

+

    if (secondary_hdr_len > TM_SECONDARY_HDR_MAX_VALUE)+

    {+

        status = CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE;+

        mc_if->mc_log(status);+

        return status;+

    }+

+

    // Protects from overruns on very short max frame sizes+

    // Smallest frame here is Header | Secondary Header | 1 byte data+

    if (len_ingest < ( TM_FRAME_PRIMARYHEADER_SIZE + secondary_hdr_len + 1))+

    {+

src/core/crypto_tm.c +77 -3
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#ifdef TM_DEBUG+

#endif+

        status = CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE;+

        mc_if->mc_log(status);+

        return status;+

    }+

    /**

     * Begin Security Header Fields

@@ -1004,7 +1038,6 @@ int32_t Crypto_TM_Process_Setup(uint16_t len_ingest, uint16_t

*byte_idx, uint8_t

    // Check if secondary header is present within frame

    // Note: Secondary headers are static only for a mission phase, not guaranteed 

static

    // over the life of a mission Per CCSDS 132.0-B.3 Section 4.1.2.7.2.3

-

    if (status == CRYPTO_LIB_SUCCESS)

    {

        // Secondary Header flag is 1st bit of 5th byte (index 4)

@@ -1016,13 +1049,50 @@ int32_t Crypto_TM_Process_Setup(uint16_t len_ingest, uint16_t

*byte_idx, uint8_t

#endif

            // Secondary header is present

            *byte_idx = 6;

+

            // Determine Secondary Header Version Number, should always be 0b00+

            uint8_t shvn = (p_ingest[*byte_idx] & 0xC0) >> 6;+

#ifdef TM_DEBUG+

            printf("Secondary Header Version Number: %d\n", shvn);+

#endif+

            if (shvn > 0)+

            {+

                status = CRYPTO_LIB_ERR_TM_SECONDARY_HDR_VN;+

                mc_if->mc_log(status);+

                return status;+

            }+

            // Determine length of secondary header

            // Length coded as total length of secondary header - 1

            // Reference CCSDS 132.0-B-2 4.1.3.2.3

            *secondary_hdr_len = (p_ingest[*byte_idx] & 0x3F) + 1;

#ifdef TM_DEBUG

            printf(KYEL "Secondary Header Length is decoded as: %d\n", 

*secondary_hdr_len);

-



1069

1070

1071

1072

1025 1073

1074

1075

1076

1077

1078

1079

1080

1081

1082

1083

1084

1085

1086

1087

1088

1089

1090

1091

1092

1093

1094

1095

1026 1096

1027 1097

1028 1098

1032 1102

1033 1103

1034 1104

1105

1035 1106

1036 1107

1037 1108

1488 1559

1489 1560

            printf(KYEL "Secondary Header Length is decoded as: %d\n", 

*secondary_hdr_len - 1);

+

            printf("len_ingest: %d \n", len_ingest);+

            printf("byte_idx: %d\n", *byte_idx);+

            printf("Actual secondary header length: %d\n", *secondary_hdr_len);+

#endif

            // We have a secondary header length now, is it sane?+

            // Does it violate spec maximum?+

            // Reference CCSDS 1320b3 4.1.3.1.3+

            if (*secondary_hdr_len > TM_SECONDARY_HDR_MAX_VALUE + 1)+

            {+

                status = CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE;+

                mc_if->mc_log(status);+

                return status;+

            }+

+

            // Does it 'fit' in the overall frame correctly?+

            // We can't validate it down to the byte yet,+

            // we don't know the variable lengths from the SA yet+

            // Protects from overruns on very short max frame sizes+

            // Smallest frame here is Header | Secondary Header | 1 byte data+

            if (len_ingest < ( TM_FRAME_PRIMARYHEADER_SIZE + *secondary_hdr_len + 1))+

            {+

                status = CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE;+

                mc_if->mc_log(status);+

                return status;+

            }+

+

            // Increment from current byte (1st byte of secondary header),

            // to where the SPI would start

            *byte_idx += *secondary_hdr_len;

@@ -1032,6 +1102,7 @@ int32_t Crypto_TM_Process_Setup(uint16_t len_ingest, uint16_t

*byte_idx, uint8_t

            // No Secondary header, carry on as usual and increment to SPI start

            *byte_idx = 6;

        }

+

    }

    return status;

@@ -1488,6 +1559,7 @@ int32_t Crypto_TM_ProcessSecurity(uint8_t *p_ingest, uint16_t

len_ingest, uint8_

    tm_frame_pri_hdr.vcid = ((uint8_t)p_ingest[1] & 0x0E) >> 1;
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    status = Crypto_TM_Process_Setup(len_ingest, &byte_idx, p_ingest, 

&secondary_hdr_len);

+

    if (status == CRYPTO_LIB_SUCCESS)

    {

        /**

@@ -1537,13 +1609,15 @@ int32_t Crypto_TM_ProcessSecurity(uint8_t *p_ingest, uint16_t

len_ingest, uint8_

        }

#endif

+

        if (current_managed_parameters_struct.max_frame_size <= byte_idx - sa_ptr-

>stmacf_len)

        {

            status = CRYPTO_LIB_ERR_TM_FRAME_LENGTH_UNDERFLOW;

            mc_if->mc_log(status);

            return status;

        }

        // Received the wrong amount of bytes from mandated frame size+

        if (len_ingest < current_managed_parameters_struct.max_frame_size)

        {

            status = CRYPTO_LIB_ERR_TM_FRAME_LENGTH_UNDERFLOW;

42 42

43 43

44 44

45

45

46 46

47 47

48 48

173 173

@@ -42,7 +42,7 @@ UTEST(TC_PROCESS, EXERCISE_IV)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 38, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    TC_UT_Managed_Parameters.vcid = 1;

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

@@ -173,7 +173,7 @@ UTEST(TC_PROCESS, EXERCISE_ARSN)

    // AOS_FHEC_NA, AOS_IZ_NA, 0); Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 

1, TC_HAS_FECF,

test/unit/ut_tc_process.c +15 -15
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    // TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024, AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 44, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    TC_UT_Managed_Parameters.vcid = 1;

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

@@ -303,7 +303,7 @@ UTEST(TC_PROCESS, HAPPY_PATH_PROCESS_STATIC_IV_ROLLOVER)

    // AOS_FHEC_NA, AOS_IZ_NA, 0); Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 

1, TC_HAS_FECF,

    // TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024, AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 46, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    TC_UT_Managed_Parameters.vcid = 1;

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

@@ -400,7 +400,7 @@ UTEST(TC_PROCESS,

HAPPY_PATH_PROCESS_NONTRANSMITTED_INCREMENTING_IV_ROLLOVER)

    // AOS_FHEC_NA, AOS_IZ_NA, 0); Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 

1, TC_HAS_FECF,

    // TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024, AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 46, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    TC_UT_Managed_Parameters.vcid = 1;

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

@@ -508,7 +508,7 @@ UTEST(TC_PROCESS,

HAPPY_PATH_PROCESS_NONTRANSMITTED_INCREMENTING_ARSN_ROLLOVER)

    // AOS_FHEC_NA, AOS_IZ_NA, 0); Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 

1, TC_HAS_FECF,

    // TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024, AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 42, 

TC_OCF_NA, 1};

-
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        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    TC_UT_Managed_Parameters.vcid = 1;

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

@@ -601,7 +601,7 @@ UTEST(TC_PROCESS, ERROR_TC_INPUT_FRAME_TOO_SHORT_FOR_SPEC)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 4,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 4, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    status = Crypto_Init();

    ASSERT_EQ(CRYPTO_LIB_SUCCESS, status);

@@ -642,7 +642,7 @@ UTEST(TC_PROCESS,

ERROR_TC_INPUT_FRAME_TOO_SHORT_FOR_SPECIFIED_FRAME_LENGTH_HEAD

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 4,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 38, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    status = Crypto_Init();

    ASSERT_EQ(CRYPTO_LIB_SUCCESS, status);

@@ -684,7 +684,7 @@ UTEST(TC_PROCESS, HAPPY_PATH_DECRYPT_CBC)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 43, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    status = Crypto_Init();

    ASSERT_EQ(CRYPTO_LIB_SUCCESS, status);
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@@ -759,7 +759,7 @@ UTEST(TC_PROCESS, DECRYPT_CBC_1B)

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 43, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    TC_UT_Managed_Parameters.vcid = 1;

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

@@ -840,7 +840,7 @@ UTEST(TC_PROCESS, DECRYPT_CBC_16B)

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t TC_UT_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 59, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

    TC_UT_Managed_Parameters.vcid = 1;

    Crypto_Config_Add_Gvcid_Managed_Parameters(TC_UT_Managed_Parameters);

@@ -1153,7 +1153,7 @@ UTEST(TC_PROCESS, TC_SA_SEGFAULT_TEST)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t AOS_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 43, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(AOS_Managed_Parameters);

    status = Crypto_Init();

@@ -1193,7 +1193,7 @@ UTEST(TC_PROCESS, TC_SA_NOT_OPERATIONAL)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t AOS_Managed_Parameters = {
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        0, 0x0003, 0, TC_NO_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_NO_SEGMENT_HDRS, 13, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_NO_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_NO_SEGMENT_HDRS, 1024, 

TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(AOS_Managed_Parameters);

    status = Crypto_Init();

@@ -1233,7 +1233,7 @@ UTEST(TC_PROCESS, TC_KEY_STATE_TEST)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t AOS_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 43, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(AOS_Managed_Parameters);

    status = Crypto_Init();

@@ -1288,7 +1288,7 @@ UTEST(TC_PROCESS, TC_HEAP_BUFFER_OVERFLOW_TEST)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t AOS_Managed_Parameters = {

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 109, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 

1024, TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(AOS_Managed_Parameters);

    status = Crypto_Init();

@@ -1341,7 +1341,7 @@ UTEST(TC_PROCESS, TC_PROCESS_PREP_AAD_UNDERFLOW_TEST)

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

    // AOS_FHEC_NA, AOS_IZ_NA, 0);

    GvcidManagedParameters_t AOS_Managed_Parameters = {

        0, 0x0003, 0, TC_NO_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 11, 

TC_OCF_NA, 1};

-

        0, 0x0003, 0, TC_NO_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TC_HAS_SEGMENT_HDRS, 1024, 

TC_OCF_NA, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(AOS_Managed_Parameters);
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@@ -2331,4 +2331,145 @@ UTEST(TM_APPLY_SECURITY, TM_APPLY_HEAP_UNDERFLOW_TEST)

    Crypto_Shutdown();

}

UTEST(TM_APPLY, TM_APPLY_Secondary_Hdr_OVERFLOW_TEST)+

{+

    // Local Variables+

    int32_t  status              = CRYPTO_LIB_SUCCESS;+

+

    // Configure Parameters+

    Crypto_Config_CryptoLib(KEY_TYPE_INTERNAL, MC_TYPE_INTERNAL, SA_TYPE_INMEMORY, 

CRYPTOGRAPHY_TYPE_LIBGCRYPT,

+

                            IV_INTERNAL, CRYPTO_TC_CREATE_FECF_TRUE, 

TC_PROCESS_SDLS_PDUS_TRUE, TC_HAS_PUS_HDR,

+

                            TC_IGNORE_SA_STATE_FALSE, TC_IGNORE_ANTI_REPLAY_TRUE, 

TC_UNIQUE_SA_PER_MAP_ID_FALSE,

+

                            TC_CHECK_FECF_TRUE, 0x3F, 

SA_INCREMENT_NONTRANSMITTED_IV_TRUE);

+

    // TM Tests+

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

+

    // AOS_FHEC_NA, AOS_IZ_NA, 0);+

    GvcidManagedParameters_t TM_UT_Managed_Parameters = {+

        0, 0x002c, 1, TM_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 7, 

TM_NO_OCF, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);+

+

    status = Crypto_Init();+

+

    TC_t *tc_sdls_processed_frame;+

    tc_sdls_processed_frame = malloc(sizeof(uint8_t) * TC_SIZE);+

    memset(tc_sdls_processed_frame, 0, (sizeof(uint8_t) * TC_SIZE));+

+

    char *framed_tm_h   = "02C200009800FF";+

    char *framed_tm_b   = NULL;+

    int   framed_tm_len = 0;+

    hex_conversion(framed_tm_h, &framed_tm_b, &framed_tm_len);+

+

test/unit/ut_tm_apply.c +141
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    SecurityAssociation_t *sa_ptr;+

    sa_if->sa_get_from_spi(5, &sa_ptr);+

    sa_ptr->sa_state        = SA_OPERATIONAL;+

    sa_ptr->shivf_len       = 0;+

    sa_ptr->iv_len          = 0;+

    sa_ptr->shsnf_len       = 0;+

    sa_ptr->arsnw           = 0;+

    sa_ptr->arsnw_len       = 0;+

    sa_ptr->arsn_len        = 0;+

    sa_ptr->gvcid_blk.scid  = 0x002c;+

    sa_ptr->gvcid_blk.vcid  = 1;+

    sa_ptr->gvcid_blk.mapid = TYPE_TM;+

+

    status = Crypto_TM_ApplySecurity((uint8_t *)framed_tm_b, framed_tm_len);+

+

    ASSERT_EQ(CRYPTO_LIB_ERR_TM_SECONDARY_HDR_VN, status);+

    free(framed_tm_b);+

    free(tc_sdls_processed_frame);+

    Crypto_Shutdown();+

}+

+

UTEST(TM_APPLY, TM_APPLY_Secondary_Hdr_Spec_Violation)+

{+

    // Local Variables+

    int32_t  status              = CRYPTO_LIB_SUCCESS;+

+

    // Configure Parameters+

    Crypto_Config_CryptoLib(KEY_TYPE_INTERNAL, MC_TYPE_INTERNAL, SA_TYPE_INMEMORY, 

CRYPTOGRAPHY_TYPE_LIBGCRYPT,

+

                            IV_INTERNAL, CRYPTO_TC_CREATE_FECF_TRUE, 

TC_PROCESS_SDLS_PDUS_TRUE, TC_HAS_PUS_HDR,

+

                            TC_IGNORE_SA_STATE_FALSE, TC_IGNORE_ANTI_REPLAY_TRUE, 

TC_UNIQUE_SA_PER_MAP_ID_FALSE,

+

                            TC_CHECK_FECF_TRUE, 0x3F, 

SA_INCREMENT_NONTRANSMITTED_IV_TRUE);

+

    // TM Tests+

    GvcidManagedParameters_t TM_UT_Managed_Parameters = {+

        0, 0x002c, 1, TM_NO_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 8, 

TM_NO_OCF, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);+

+

    status = Crypto_Init();+

    +
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    // Secondary header length set to 0x40, overflows into secondary header version 

number

+

    char *framed_tm_h   = "02C20009800040BB";+

    char *framed_tm_b   = NULL;+

    int   framed_tm_len = 0;+

    hex_conversion(framed_tm_h, &framed_tm_b, &framed_tm_len);+

+

    SecurityAssociation_t *sa_ptr;+

    sa_if->sa_get_from_spi(5, &sa_ptr);+

    sa_ptr->sa_state        = SA_OPERATIONAL;+

    sa_ptr->shivf_len       = 0;+

    sa_ptr->iv_len          = 0;+

    sa_ptr->shsnf_len       = 0;+

    sa_ptr->arsnw           = 0;+

    sa_ptr->arsnw_len       = 0;+

    sa_ptr->arsn_len        = 0;+

    sa_ptr->gvcid_blk.scid  = 0x002c;+

    sa_ptr->gvcid_blk.vcid  = 1;+

    sa_ptr->gvcid_blk.mapid = TYPE_TM;+

+

    status = Crypto_TM_ApplySecurity((uint8_t *)framed_tm_b, framed_tm_len);+

+

    ASSERT_EQ(CRYPTO_LIB_ERR_TM_SECONDARY_HDR_VN, status);+

    free(framed_tm_b);+

    Crypto_Shutdown();+

}+

+

UTEST(TM_APPLY, TM_APPLY_Secondary_Hdr_One_Too_Big)+

{+

    // Local Variables+

    int32_t  status              = CRYPTO_LIB_SUCCESS;+

+

    // Configure Parameters+

    Crypto_Config_CryptoLib(KEY_TYPE_INTERNAL, MC_TYPE_INTERNAL, SA_TYPE_INMEMORY, 

CRYPTOGRAPHY_TYPE_LIBGCRYPT,

+

                            IV_INTERNAL, CRYPTO_TC_CREATE_FECF_TRUE, 

TC_PROCESS_SDLS_PDUS_TRUE, TC_HAS_PUS_HDR,

+

                            TC_IGNORE_SA_STATE_FALSE, TC_IGNORE_ANTI_REPLAY_TRUE, 

TC_UNIQUE_SA_PER_MAP_ID_FALSE,

+

                            TC_CHECK_FECF_TRUE, 0x3F, 

SA_INCREMENT_NONTRANSMITTED_IV_TRUE);

+

    // TM Tests+

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

+
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    // AOS_FHEC_NA, AOS_IZ_NA, 0);+

    GvcidManagedParameters_t TM_UT_Managed_Parameters = {+

        0, 0x002c, 1, TM_NO_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 8, 

TM_NO_OCF, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);+

+

    status = Crypto_Init();+

+

    TC_t *tc_sdls_processed_frame;+

    tc_sdls_processed_frame = malloc(sizeof(uint8_t) * TC_SIZE);+

    memset(tc_sdls_processed_frame, 0, (sizeof(uint8_t) * TC_SIZE));+

+

    char *framed_tm_h   = "02C20008800001BB";+

    char *framed_tm_b   = NULL;+

    int   framed_tm_len = 0;+

    hex_conversion(framed_tm_h, &framed_tm_b, &framed_tm_len);+

+

    SecurityAssociation_t *sa_ptr;+

    sa_if->sa_get_from_spi(5, &sa_ptr);+

    sa_ptr->sa_state        = SA_OPERATIONAL;+

    sa_ptr->shivf_len       = 0;+

    sa_ptr->iv_len          = 0;+

    sa_ptr->shsnf_len       = 0;+

    sa_ptr->arsnw           = 0;+

    sa_ptr->arsnw_len       = 0;+

    sa_ptr->arsn_len        = 0;+

    sa_ptr->gvcid_blk.scid  = 0x002c;+

    sa_ptr->gvcid_blk.vcid  = 1;+

    sa_ptr->gvcid_blk.mapid = TYPE_TM;+

+

    status = Crypto_TM_ApplySecurity((uint8_t *)framed_tm_b, framed_tm_len);+

+

    ASSERT_EQ(CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE, status);+

    free(framed_tm_b);+

    free(tc_sdls_processed_frame);+

    Crypto_Shutdown();+

}+

+

UTEST_MAIN();

@@ -345,9 +345,6 @@ UTEST(TM_PROCESS_SECURITY, SECONDARY_HDR_PRESENT_PLAINTEXT)

test/unit/ut_tm_process.c +108 -20
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        0, 0x002c, 0, TM_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 1786, 

TM_NO_OCF, 1};

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);

    // Crypto_Config_Add_Gvcid_Managed_Parameters(0, 0x002c, 0, TM_HAS_FECF, 

TM_SEGMENT_HDRS_NA, TM_NO_OCF, 1786,

-

    // AOS_FHEC_NA, AOS_IZ_NA, 0);-

-

    status = Crypto_Init();

    // Test frame setup

@@ -2137,10 +2134,6 @@ UTEST(TM_PROCESS, TM_SA_NOT_OPERATIONAL)

    status = Crypto_Init();

    TC_t *tc_sdls_processed_frame;-

    tc_sdls_processed_frame = malloc(sizeof(uint8_t) * TC_SIZE);-

    memset(tc_sdls_processed_frame, 0, (sizeof(uint8_t) * TC_SIZE));-

-

    char *framed_tm_h   = "02C000001800002C414243444546";

    char *framed_tm_b   = NULL;

    int   framed_tm_len = 0;

@@ -2161,7 +2154,6 @@ UTEST(TM_PROCESS, TM_SA_NOT_OPERATIONAL)

    ASSERT_EQ(CRYPTO_LIB_ERR_SA_NOT_OPERATIONAL, status);

    free(framed_tm_b);

    free(tc_sdls_processed_frame);-

    Crypto_Shutdown();

}

@@ -2186,10 +2178,6 @@ UTEST(TM_PROCESS, TM_KEY_STATE_TEST)

    status = Crypto_Init();

    TC_t *tc_sdls_processed_frame;-

    tc_sdls_processed_frame = malloc(sizeof(uint8_t) * TC_SIZE);-

    memset(tc_sdls_processed_frame, 0, (sizeof(uint8_t) * TC_SIZE));-

-

    char *framed_tm_h   = "02C0000018000008414243444546";

    char *framed_tm_b   = NULL;

    int   framed_tm_len = 0;

@@ -2215,10 +2203,12 @@ UTEST(TM_PROCESS, TM_KEY_STATE_TEST)
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    ASSERT_EQ(CRYPTO_LIB_ERR_KEY_STATE_INVALID, status);

    free(framed_tm_b);

    free(tc_sdls_processed_frame);-

    Crypto_Shutdown();

}

/*+

** Test that we won't process a TM frame that is obviously too small+

*/+

UTEST(TM_PROCESS, TM_PROCESS_HEAP_UNDERFLOW_TEST)

{

    // Local Variables

@@ -2232,18 +2222,12 @@ UTEST(TM_PROCESS, TM_PROCESS_HEAP_UNDERFLOW_TEST)

                            TC_IGNORE_SA_STATE_FALSE, TC_IGNORE_ANTI_REPLAY_TRUE, 

TC_UNIQUE_SA_PER_MAP_ID_FALSE,

                            TC_CHECK_FECF_TRUE, 0x3F, 

SA_INCREMENT_NONTRANSMITTED_IV_TRUE);

    // TM Tests

    // Crypto_Config_Add_Gvcid_Managed_Parameter(0, 0x0003, 0, TC_HAS_FECF, 

TC_HAS_SEGMENT_HDRS, TC_OCF_NA, 1024,

-

    // AOS_FHEC_NA, AOS_IZ_NA, 0);-

    GvcidManagedParameters_t TM_UT_Managed_Parameters = {

        0, 0x002c, 0, TM_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 1786, 

TM_NO_OCF, 1};

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);

    status = Crypto_Init();

    TC_t *tc_sdls_processed_frame;-

    tc_sdls_processed_frame = malloc(sizeof(uint8_t) * TC_SIZE);-

    memset(tc_sdls_processed_frame, 0, (sizeof(uint8_t) * TC_SIZE));-

-

    char *framed_tm_h   = "02C0000018000008414243444546";

    char *framed_tm_b   = NULL;

    int   framed_tm_len = 0;

@@ -2262,7 +2246,111 @@ UTEST(TM_PROCESS, TM_PROCESS_HEAP_UNDERFLOW_TEST)

    ASSERT_EQ(CRYPTO_LIB_ERR_TM_FRAME_LENGTH_UNDERFLOW, status);

    free(framed_tm_b);

    free(tc_sdls_processed_frame);-

    Crypto_Shutdown();+

}+

+

/*+
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** Test that a Secondary Header that violates spec, or doesn't leave room for a single 

byte

+

** of data, won't pass.+

*/+

UTEST(TM_PROCESS, TM_PROCESS_Secondary_Hdr_OVERFLOW_TEST)+

{+

    // Local Variables+

    int32_t  status              = CRYPTO_LIB_SUCCESS;+

    uint8_t *ptr_processed_frame = NULL;+

    uint16_t processed_tm_len;+

+

    // Configure Parameters+

    Crypto_Config_CryptoLib(KEY_TYPE_INTERNAL, MC_TYPE_INTERNAL, SA_TYPE_INMEMORY, 

CRYPTOGRAPHY_TYPE_LIBGCRYPT,

+

                            IV_INTERNAL, CRYPTO_TC_CREATE_FECF_TRUE, 

TC_PROCESS_SDLS_PDUS_TRUE, TC_HAS_PUS_HDR,

+

                            TC_IGNORE_SA_STATE_FALSE, TC_IGNORE_ANTI_REPLAY_TRUE, 

TC_UNIQUE_SA_PER_MAP_ID_FALSE,

+

                            TC_CHECK_FECF_TRUE, 0x3F, 

SA_INCREMENT_NONTRANSMITTED_IV_TRUE);

+

    // TM Tests+

    GvcidManagedParameters_t TM_UT_Managed_Parameters = {+

        0, 0x002c, 0, TM_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 7, 

TM_NO_OCF, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);+

+

    status = Crypto_Init();+

    +

    char *framed_tm_h   = "02C00009800FF";+

    char *framed_tm_b   = NULL;+

    int   framed_tm_len = 0;+

    hex_conversion(framed_tm_h, &framed_tm_b, &framed_tm_len);+

+

    status = Crypto_TM_ProcessSecurity((uint8_t *)framed_tm_b, framed_tm_len, 

&ptr_processed_frame, &processed_tm_len);

+

+

    ASSERT_EQ(CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE, status);+

    free(framed_tm_b);+

    Crypto_Shutdown();+

}+

+

/*+

** Test a Secondary Header that violates spec catches the error+

*/+
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UTEST(TM_PROCESS, TM_PROCESS_Secondary_Hdr_Spec_Violation)+

{+

    // Local Variables+

    int32_t  status              = CRYPTO_LIB_SUCCESS;+

    uint8_t *ptr_processed_frame = NULL;+

    uint16_t processed_tm_len;+

+

    // Configure Parameters+

    Crypto_Config_CryptoLib(KEY_TYPE_INTERNAL, MC_TYPE_INTERNAL, SA_TYPE_INMEMORY, 

CRYPTOGRAPHY_TYPE_LIBGCRYPT,

+

                            IV_INTERNAL, CRYPTO_TC_CREATE_FECF_TRUE, 

TC_PROCESS_SDLS_PDUS_TRUE, TC_HAS_PUS_HDR,

+

                            TC_IGNORE_SA_STATE_FALSE, TC_IGNORE_ANTI_REPLAY_TRUE, 

TC_UNIQUE_SA_PER_MAP_ID_FALSE,

+

                            TC_CHECK_FECF_TRUE, 0x3F, 

SA_INCREMENT_NONTRANSMITTED_IV_TRUE);

+

    // TM Tests+

    GvcidManagedParameters_t TM_UT_Managed_Parameters = {+

        0, 0x002c, 0, TM_HAS_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 8, 

TM_NO_OCF, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);+

+

    status = Crypto_Init();+

    +

    // Secondary header length set to 0x40, overflows into secondary header version 

number

+

    char *framed_tm_h   = "02C00009800040BB";+

    char *framed_tm_b   = NULL;+

    int   framed_tm_len = 0;+

    hex_conversion(framed_tm_h, &framed_tm_b, &framed_tm_len);+

+

    status = Crypto_TM_ProcessSecurity((uint8_t *)framed_tm_b, framed_tm_len, 

&ptr_processed_frame, &processed_tm_len);

+

+

    ASSERT_EQ(CRYPTO_LIB_ERR_TM_SECONDARY_HDR_VN, status);+

    free(framed_tm_b);+

    Crypto_Shutdown();+

}+

+

/*+

** Test a Secondary Header that is too big relative to the bytes received+

*/+

UTEST(TM_PROCESS, TM_PROCESS_Secondary_Hdr_One_Too_Big)+

{+



Comments 0

2327

2328

2329

2330

2331

2332

2333

2334

2335

2336

2337

2338

2339

2340

2341

2342

2343

2344

2345

2346

2347

2348

2349

2350

2351

2352

2353

2266 2354

2267 2355

2268 2356

    // Local Variables+

    int32_t  status              = CRYPTO_LIB_SUCCESS;+

    uint8_t *ptr_processed_frame = NULL;+

    uint16_t processed_tm_len;+

+

    // Configure Parameters+

    Crypto_Config_CryptoLib(KEY_TYPE_INTERNAL, MC_TYPE_INTERNAL, SA_TYPE_INMEMORY, 

CRYPTOGRAPHY_TYPE_LIBGCRYPT,

+

                            IV_INTERNAL, CRYPTO_TC_CREATE_FECF_TRUE, 

TC_PROCESS_SDLS_PDUS_TRUE, TC_HAS_PUS_HDR,

+

                            TC_IGNORE_SA_STATE_FALSE, TC_IGNORE_ANTI_REPLAY_TRUE, 

TC_UNIQUE_SA_PER_MAP_ID_FALSE,

+

                            TC_CHECK_FECF_TRUE, 0x3F, 

SA_INCREMENT_NONTRANSMITTED_IV_TRUE);

+

    // TM Tests+

    GvcidManagedParameters_t TM_UT_Managed_Parameters = {+

        0, 0x002c, 0, TM_NO_FECF, AOS_FHEC_NA, AOS_IZ_NA, 0, TM_SEGMENT_HDRS_NA, 8, 

TM_NO_OCF, 1};

+

    Crypto_Config_Add_Gvcid_Managed_Parameters(TM_UT_Managed_Parameters);+

+

    status = Crypto_Init();+

    // 6 byte header + 2 byte secondary header+

    // The Header length should be 0 (hdr len -1), with one byte of data after+

    char *framed_tm_h   = "02C00008800001BB";+

    char *framed_tm_b   = NULL;+

    int   framed_tm_len = 0;+

    hex_conversion(framed_tm_h, &framed_tm_b, &framed_tm_len);+

+

    status = Crypto_TM_ProcessSecurity((uint8_t *)framed_tm_b, framed_tm_len, 

&ptr_processed_frame, &processed_tm_len);

+

+

    ASSERT_EQ(CRYPTO_LIB_ERR_TM_SECONDARY_HDR_SIZE, status);+

    free(framed_tm_b);+

    Crypto_Shutdown();

}
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