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China Mobile Enterprise Gateway

P22g-CIac Enterprise Gateway

ZXWT-MIG-P4G4V Enterprise Gateway

ZXWT-MIG-P8G8V Enterprise Gateway

GT3200-4G4P Enterprise Gateway

GT3200-8G8P Enterprise Gateway

Among the affected enterprise gateway devices, attackers can enable the Telnet service on
the LAN side without authorization. Moreover, if attackers log in to the devices using the
default weak passwords, they can also utilize an effective Token to enable the Telnet service
on the WAN side. Due to the existence of hard-coded credentials for the Telnet service's
authentication, attackers can escalate their privileges to root by using the su command after
connecting to Telnet (the default password for the Telnet account is the default one), and the
root password is also hard-coded. This vulnerability enables attackers to fully control the
affected gateway devices, thereby endangering the overall network security.

Unauthorized Access: Attackers can enable Telnet on the LAN side without authentication,
thereby increasing the attack surface.
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WAN Side Exploitation: Logged-in users can remotely enable Telnet on the WAN side
using valid Tokens, thereby expanding the scope of impact.

Hardcoded Credentials: There are hardcoded account passwords and default Telnet
credentials for Telnet on the device, making it easy for attackers to log in to the device.

Privilege Escalation: Successful login

Hard-coded file，telnet.gch

1、Vulnerability verification

The P22g-CIac model is hardcoded as admin Xq9^kF36@s7

The remaining models of equipment are hardcoded as CMCCAdmin aDm8H%MdA
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Vulnerability verification: Here, we take GT3200-8G8P as an example. First, let's check the status
of port 23. It is currently in a closed state.

http://10.10.10.1/usr=CMCCAdmin&psw=aDm8H%MdA&cmd=1&telnet.gch

The command parameter of 0 indicates that Telnet is turned off, while a parameter of 1 means
it is enabled.
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Upon re-checking, telnet is enabled.

Here we log in using the default telnet account and password.

CMCCAdmin aDm8H%MdA
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https://private-user-images.githubusercontent.com/119487985/419457675-0a6f0600-4cd4-4faa-98b4-86c98586f9e5.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDI2NzIzNTEsIm5iZiI6MTc0MjY3MjA1MSwicGF0aCI6Ii8xMTk0ODc5ODUvNDE5NDU3Njc1LTBhNmYwNjAwLTRjZDQtNGZhYS05OGI0LTg2Yzk4NTg2ZjllNS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwMzIyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDMyMlQxOTM0MTFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT02YWY2NDQzZmVjOTU0ZmQzMzNhZTBkZWNjYTc5ODlkYjU4OGU4ZDM2YzJjYTJjYzUxN2ZkMmRiY2MxMTYyMTdlJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.ddULJqyQ5-XnavT80PH4s2DrIm4QfgPX8gWvEc4XzSk


Successfully logged in, and even after su root, the password is also hardcoded. Successfully
obtained the highest privilege. The number of public network assets is approximately 3,000+.

https://private-user-images.githubusercontent.com/119487985/419457708-9c30540a-1ad3-4250-a7e3-e8a2b509151c.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDI2NzIzNTEsIm5iZiI6MTc0MjY3MjA1MSwicGF0aCI6Ii8xMTk0ODc5ODUvNDE5NDU3NzA4LTljMzA1NDBhLTFhZDMtNDI1MC1hN2UzLWU4YTJiNTA5MTUxYy5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwMzIyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDMyMlQxOTM0MTFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT02ZTk4YjI5NGJjY2E5YTNhMzczYzc1NzQ1YTYzNzNkZjU1ZjljZWViOTQ4OWQyNTUyMGY4NjU4ZjMxZDUxODIyJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.phVng_vBtCKf9Ta7nzncpDHueaGowY2YoW5tX-8Vx38
https://private-user-images.githubusercontent.com/119487985/419457708-9c30540a-1ad3-4250-a7e3-e8a2b509151c.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDI2NzIzNTEsIm5iZiI6MTc0MjY3MjA1MSwicGF0aCI6Ii8xMTk0ODc5ODUvNDE5NDU3NzA4LTljMzA1NDBhLTFhZDMtNDI1MC1hN2UzLWU4YTJiNTA5MTUxYy5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwMzIyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDMyMlQxOTM0MTFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT02ZTk4YjI5NGJjY2E5YTNhMzczYzc1NzQ1YTYzNzNkZjU1ZjljZWViOTQ4OWQyNTUyMGY4NjU4ZjMxZDUxODIyJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.phVng_vBtCKf9Ta7nzncpDHueaGowY2YoW5tX-8Vx38


Search syntax: title="GT3200-8G8P"

4、EXP

http://10.10.10.1/usr=CMCCAdmin&psw=aDm8H%MdA&cmd=1&telnet.gch 

https://private-user-images.githubusercontent.com/119487985/419458060-7e849430-e7c6-49c2-ab83-de6aa39d907b.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDI2NzIzNTEsIm5iZiI6MTc0MjY3MjA1MSwicGF0aCI6Ii8xMTk0ODc5ODUvNDE5NDU4MDYwLTdlODQ5NDMwLWU3YzYtNDljMi1hYjgzLWRlNmFhMzlkOTA3Yi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwMzIyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDMyMlQxOTM0MTFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0yYjljYjYyY2NiOTYwMzFhOGZhYWIwY2QxNTQ5OGVkMGNhOTAxODdmMTIwMDcwMWM3Nzg1MWNiN2M4NjlhNTk3JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.Z08M_xgiMwAv9ZkqhmnG6jUm1kxW9P63ddCk4GjfaY0
https://private-user-images.githubusercontent.com/119487985/419458060-7e849430-e7c6-49c2-ab83-de6aa39d907b.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDI2NzIzNTEsIm5iZiI6MTc0MjY3MjA1MSwicGF0aCI6Ii8xMTk0ODc5ODUvNDE5NDU4MDYwLTdlODQ5NDMwLWU3YzYtNDljMi1hYjgzLWRlNmFhMzlkOTA3Yi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwMzIyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDMyMlQxOTM0MTFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0yYjljYjYyY2NiOTYwMzFhOGZhYWIwY2QxNTQ5OGVkMGNhOTAxODdmMTIwMDcwMWM3Nzg1MWNiN2M4NjlhNTk3JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.Z08M_xgiMwAv9ZkqhmnG6jUm1kxW9P63ddCk4GjfaY0
https://private-user-images.githubusercontent.com/119487985/419458103-49f65703-03cc-4729-8437-b30d21ed84de.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDI2NzIzNTEsIm5iZiI6MTc0MjY3MjA1MSwicGF0aCI6Ii8xMTk0ODc5ODUvNDE5NDU4MTAzLTQ5ZjY1NzAzLTAzY2MtNDcyOS04NDM3LWIzMGQyMWVkODRkZS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwMzIyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDMyMlQxOTM0MTFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0xZWRmODRkMDJhNzJjNDJmYWQ5NjY0OGM1NjdiNDJiMTM1MWQ5Mjc2N2Q3NmZlNTJlZDRiY2FlNmE2YTYwOTNlJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.bpSEDJ67hQKbAoGaRbbHg8UX6tMFrtpVnleisr79FDE
https://private-user-images.githubusercontent.com/119487985/419458103-49f65703-03cc-4729-8437-b30d21ed84de.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDI2NzIzNTEsIm5iZiI6MTc0MjY3MjA1MSwicGF0aCI6Ii8xMTk0ODc5ODUvNDE5NDU4MTAzLTQ5ZjY1NzAzLTAzY2MtNDcyOS04NDM3LWIzMGQyMWVkODRkZS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwMzIyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDMyMlQxOTM0MTFaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT0xZWRmODRkMDJhNzJjNDJmYWQ5NjY0OGM1NjdiNDJiMTM1MWQ5Mjc2N2Q3NmZlNTJlZDRiY2FlNmE2YTYwOTNlJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.bpSEDJ67hQKbAoGaRbbHg8UX6tMFrtpVnleisr79FDE

