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Summary

Adobe has released a security update for Adobe Commerce and Magento Open Source. This update
resolves critical, important and moderate vulnerabilities.  Successful exploitation could lead to arbitrary code
execution, security feature bypass and privilege escalation.

Adobe is not aware of any exploits in the wild for any of the issues addressed in these updates.

Affected Versions

Product Version Platform

 Adobe Commerce

2.4.8-beta1
2.4.7-p3 and earlier
2.4.6-p8 and earlier
2.4.5-p10 and earlier
2.4.4-p11 and earlier

All

Adobe Commerce B2B 1.5.0  and earlier
1.4.2-p3 and earlier
1.3.5-p8 and earlier

All
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https://www.adobe.com/


1.3.4-p10 and earlier
1.3.3-p11 and earlier

Magento Open Source

2.4.8-beta1
2.4.7-p3 and earlier
2.4.6-p8 and earlier
2.4.5-p10 and earlier
2.4.4-p11 and earlier

All

Solution

Adobe categorizes these updates with the following priority ratings and recommends users update their
installation to the newest version.

Product Updated Version Platform
Priority
Rating

Installation Instructions

Adobe Commerce

2.4.8-beta2 for
2.4.8-beta1
2.4.7-p4 for 2.4.7-p3
and earlier
2.4.6-p9 for 2.4.6-
p8 and earlier
2.4.5-p11 for 2.4.5-
p10 and earlier
2.4.4-p12 for 2.4.4-
p11 and earlier

All 2

2.4.x release notes
 

Adobe Commerce B2B

1.5.1 and earlier
1.4.2-p4 for 1.4.2-p3
and earlier
1.3.5-p9 for 1.3.5-p8
and earlier
1.3.4-p11 for 1.3.4-
p10 and earlier
1.3.3-p12 for 1.3.3-
p11 and earlier

All 2

Magento Open Source  2.4.8-beta2 for
2.4.8-beta1
2.4.7-p4 for 2.4.7-p3
and earlier

All 2

https://helpx.adobe.com/security/severity-ratings.html
https://devdocs.magento.com/guides/v2.4/release-notes/bk-release-notes.html


2.4.6-p9 for 2.4.6-
p8 and earlier
2.4.5-p11 for 2.4.5-
p10 and earlier
2.4.4-p12 for 2.4.4-
p11 and earlier

Adobe Commerce
and Magento Open
Source 

Isolated patch for
CVE-2025-24434

All 1
Release Notes for Isolated
Patch on CVE-2025-24434

Adobe categorizes these updates with the following priority ratings and recommends users update their
installation to the newest version.

Vulnerability Details

Vulnerability
Category

Vulnerability Impact Severity
Authentication

required to
exploit?

Exploit
requires
admin

privileges?

CVSS
base
score

Improper
Limitation of
a Pathname
to a
Restricted
Directory
('Path
Traversal')
(CWE-22)

Privilege escalation Critical Yes Yes 7.5 CVSS:3.1/AV:N

Incorrect
Authorization
(CWE-863)

Security feature
bypass

Critical Yes No 7.1 CVSS:3.1/AV:N

Information
Exposure
(CWE-200)

Privilege escalation Critical Yes Yes 8.1 CVSS:3.1/AV:N

Improper
Authorization

Security feature
bypass

Critical Yes No 8.2 CVSS:3.1/AV:N

https://experienceleague.adobe.com/en/docs/commerce-knowledge-base/kb/troubleshooting/known-issues-patches-attached/security-update-available-for-adobe-commerce-apsb25-08
https://experienceleague.adobe.com/en/docs/commerce-knowledge-base/kb/troubleshooting/known-issues-patches-attached/security-update-available-for-adobe-commerce-apsb25-08
https://helpx.adobe.com/security/severity-ratings.html
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/200.html


(CWE-285)

Improper
Authorization
(CWE-285)

Privilege escalation Critical No No 9.4 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.7 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Security feature
bypass

Critical Yes Yes 8.8 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.9 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.7 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.9 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.9 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.9 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.9 CVSS:3.1/AV:N

https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html


Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Critical Yes Yes 8.9 CVSS:3.1/AV:N

Violation of
Secure
Design
Principles
(CWE-657)

Privilege escalation Important Yes No 6.5 CVSS:3.1/AV:N

Incorrect
Authorization
(CWE-863)

Security feature
bypass

Important Yes No 4.3 CVSS:3.1/AV:N

Incorrect
Authorization
(CWE-863)

Security feature
bypass

Important Yes No 4.3 CVSS:3.1/AV:N

Incorrect
Authorization
(CWE-863)

Security feature
bypass

Important Yes Yes 4.3 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Security feature
bypass

Important No No 6.5 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Privilege escalation Important Yes No 4.3 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Privilege escalation Important Yes Yes 4.3 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Privilege escalation Important Yes Yes 4.3 CVSS:3.1/AV:N

https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/657.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/863.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html


Improper
Access
Control
(CWE-284)

Privilege escalation Important Yes Yes 5.4 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Security feature
bypass

Important Yes No 6.5 CVSS:3.1/AV:N

Business
Logic Errors
(CWE-840)

Security feature
bypass

Important Yes No 5.3 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Security feature
bypass

Important Yes No 6.5 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Security feature
bypass

Important Yes Yes 6.5 CVSS:3.1/AV:N

Cross-site
Scripting
(Stored XSS)
(CWE-79)

Arbitrary code
execution

Important Yes No 5.4 CVSS:3.1/AV:N

Improper
Access
Control
(CWE-284)

Security feature
bypass

Moderate Yes Yes 3.5 CVSS:3.1/AV:N

Time-of-
check Time-
of-use
(TOCTOU)
Race
Condition
(CWE-367)

Security feature
bypass

Moderate No No 3.7 CVSS:3.1/AV:N

Time-of-
check Time-
of-use

Security feature
bypass

Moderate No No 3.7 CVSS:3.1/AV:N

https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/840.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/367.html


(TOCTOU)
Race
Condition
(CWE-367)

Note: Authentication required to exploit: The vulnerability is (or is not) exploitable without
credentials.

Exploit requires admin privileges: The vulnerability is (or is not) only exploitable by an attacker with
administrative privileges.
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NOTE: Adobe has a private, invite-only, bug bounty program with HackerOne. If you are interested in working
with Adobe as an external security researcher, please fill out this form for next steps.

For more information, visit https://helpx.adobe.com/security.html, or email PSIRT@adobe.com.
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