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Build the source code locally by downloading

And I deploy the source code in the local environment, set the domain name to
192.168.246.143:8082/admin, equivalent to localhost/admin
The vulnerability exists: 192.168.246.143:8082/admin/auth/roles

Visit url:192.168.246.143:8082/admin to login, username and password default to admin,admin

3= | ©) DcatAdmin ) Newlssue- % vuldbi23sE  Admin X & EHmCVEs  [@ cvERRsSE CVE-Comn [@ iB2—kcve [@ @dvuDBl: il Add + v = X
« C @ O 8 192.168.246.143:8082/admin/auth/login 22 X 80% % ©@ 8 & 5 T e =
D xamEriks @ HiFrl O xmmL © s Ommigs toss
Dcat Admin
Welcome back, please login to your
account.
=]
Remember me
After entering the background, click admin,roles,new
3 | © DcatAdmin ) Issues-tayn  Admin |RolesX | & vuldbiEisE & Z3RENCVES: CVERRAS S CVE - Comn IBR—IRCVE @igvuDBt: " Add + v = X
< C @ O R 192.168.246.143:8082/admin/auth/roles B % s% ¥ @ 8 &N e =
D xamesits @ FFLl O xmmL © s

Omaigs baes

. — Administrator
O Dcat Admin =

@ Online

Index

Roles List

@ Home / Auth / Roles

& Admin
‘ + New ‘

O Users
O Roles 1D Slug Name Created At Updated At Action
O Permission 1 Administrator 2024-12-28 04:39:36 2024-12-28 04:39:36
O Menu
O Extensions Showing 1 to 1 of 1 entries 20 ~ < o >
o
B Helpers <

Powere d by Dcat Admin - v2.2.1-beta

Fill in payload <script>alert("2")</script> in slug module; fill in 111 in name, and click Submit, and
then pop-ups pop up.
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Then I found that every time I click role, this module will appear pop-up window, indicating that it is a
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stored xss cross-site scripting vulnerability.
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