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ASUS Product Security Advisory

We take every care to ensure that ASUS products are secure in order to protect the privacy of our valued

Mobile /
Handhelds

customers. We constantly strive to improve our safeguards for security and personal information in
accordance with all applicable laws and regulations, and we welcome all reports from our customers about
product-related security or privacy issues. Any information you supply to ASUS will only be used to help
resolve the security vulnerabilities or issues you have reported. This process may include contacting you for

further relevant information.

How to report a security vulnerability or issue to
ASUS

We welcome all reports about security-related issues incidents and privacy concerns, and we invite you to
contact us about such matters via our dedicated website at https://www.asus.com/securityadvisory/. In order
for us to deal swiftly with your concerns, please make sure filling in the following information to the website.
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Responsible reporting guidelines

ASUS appreciates all contributions from customers and the wider ASUS community that help to improve the
security of our products and services. However, we kindly request that you act responsibly and bear in mind
the following when investigating or reporting any issues:
1. Do not attempt to access or modify any ASUS services, systems, products or software without
authorization.
2. Do not disclose, or modify, destroy or misuse any data you may discover.
3. All information given to or received from any party relating to the reported issues must remain completely

confidential.

What happens next?

Once we have resolved the reported issue(s), we will provide a suitable solution to all affected customers. We
will treat this with the utmost priority and make the solution available as soon as it practical to do so.
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ASUS will also maintain a list of the latest software updates, along with descriptions of the issues that have
been fixed. Although we will notify customers wherever possible, we also recommend that customers visit this

page regularly to make sure they are aware of the latest updates.

Latest security updates

01/23/2025 Security Update for Armoury Crate App V

01/02/2025 ASUS Router AiCloud vulnerability V

12/03/2024 ASUS Router Improper Input Validation V

11/04/2024 New firmware Update for Enhanced security V

10/21/2024 AMD Security update V

09/06/2024 Guidance on enhancing router security V

06/14/2024 Download master security update notice for CVE-2024-31159, CVE-2024-31160, CVE-2024-
31161, CVE-2024-31162 and CVE-2024-31163 V

06/14/2024 XT8, XT8_V2, RT-AX88U, RT-AX58U, RT-AX57, RT-AC86U, RT-AC68U security update notice
for CVE-2024-3079 and CVE-2024-3080 V

05/29/2024 XT8, XT8_V2, RT-AX88U, RT-AX86U, RT-AX58U, RT-AX57, RT-AX55, RT-AC86U, RT-AC86U,
RT-AC68U security update notice for CVE-2024-0401V

04/12/2024 EBM68, EBR63 and RT-AX57 Go security update notice for CVE-2024-1655 V

01/22/2024 DSL-N12U_C1, DSL-N12U_D1, DSL-N14U, DSL-N14U_B1, DSL-N16, DSL-N17U, DSL-N55U_C1,
DSL-N55U_D1, DSL-N66U, DSL-AC51, DSL-AC750, DSL-AC52U, DSL-AC55U, DSL-AC56U security update
notice fo

01/03/20

11/03/20; We raden je aan om je lokale website te selecteren en bezoeken voor
CVE-20: relevantere producten, promoties en evenementen.
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2023-39

07/25/20

AX3000

06/27/20.

06/19/2023 New firmware with accumulate security updates for GT6/GT-AXE16000/GT-AX11000 PRO/GT-
AXET1000/GT-AX6000/GT-AX11000/GS-AX5400/GS-AX3000/XT9/XT8/XT8 V2/RT-AX86U PRO/RT-
AX86U/RT-AX86S/RT-AX82U/RT-AX58U/RT-AX3000/TUF-AX6000/TUF-AX5400 V

05/19/2023 [Wireless Router] Interruption in Router Product Connectivity and Urgent Mitigation Measures
\Y

01/13/2023 ASMB9-iKVM and ASMB10-iKVM Security Update Notice V

11/02/2022 ASUS routers are not affected by OpenSSL CVE-2022-3786 and CVE-2022-3602 V
10/19/2022 Security advisory for RT-N12E CVE-2020-23648 V

10/11/2022 Security update for Aura Sync App V

09/16/2022 Elevation of Privilege by ASUS System Control Interface V3 services of MyASUS V

09/15/2022 Security Update for Armoury Crate App V

06/30/2022 Security advisory for ZUoRAT V

04/27/2022 ASUS RT-AX88U firmware update V

04/26/2022 ScreenXpert Security Update for ASUS laptops V

04/01/2022 Security Advisory update for Cyclops Blink V

03/29/2022 Software update for the ASUS Control Center V

03/25/2022 Security Advisory for Cyclops Blink V

03/10/2022 Elevation of Privilege by ASUS System Diagnosis service of MyASUS V

01/14/2022 ASUS Mini PC BIOS Security Update V

12/17/2021 ASUS Response to Apache Log4j Remote Code Execution Vulnerability V



12/06/2021 ASUS routers security updates (2021 Q4) V

10/15/2021 ASUS SMM Privilege Security Update (CVE-2021-42055) for ASUS Laptops Vulnerability: CVE-
2021-42055 V

05/24/2021 Security advisory for FragAttack V

03/29/2021 ASUS ASMB8-iKVM and ASMB9-iKVM Firmware Security Update for ASUS Server Products V
03/24/2021 ASUS SMM Privilege Security Update (CVE-2021-26943) for ASUS SKL Notebook PCs V
03/09/2021 Security advisory for DNSpooq V

07/10/2020 ASUS ScreenPad 2 Upgrade Tool Security Update (CVE-2020-15009) for ASUS PCs with
ScreenPad 1.0 (UX450FDX, UX550GDX and UX550GEX) V

04/14/2020 ASUS Update Regarding Mitigation for Known Intel CPU Vulnerabilities V

04/09/2020 ASUS Device Activation Security Update (CVE-2020-10649) for ASUS Notebook PCs V
03/18/2020 Security Advisory for CVE-2019-15126 (KrOOk) V

03/09/2020 Security Notice for CVE-2018-18287 V

02/14/2020 ROG Gaming Center Package Security Update V

11/29/2019 New BIOS for ASUS X299 Motherboards Will Be Released Shortly in Response to Intel’s
Microcode Update

11/26/2019 New firmware update for wireless router RT-AC1750_B1/RT-AC1900/RT-AC1900P/RT-
AC1900U/RT-AC86U/RT-AC2900/RT-AC3100/RT-AC3200/RT-AC51U/RT-AC51U+/RT-AC52U B1/RT-
AC66U/RT-AC66U B1/RT-AC66U_WHITE/RT-AC67U/RT-AC68P/RT-AC68R/RT-AC68RF/RT-
AC68RW/D'|'_APLQI I/IDT_ACAQI] 2 DasL IDT_ACAQI I \AMUITE /IDT_ACLAO\N/ IDT_ACTEN/DT_ACQ7D /DT_
AC87V/I

11/15/20
10/21/20 We raden je aan om je lokale website te selecteren en bezoeken voor

06/14/20 relevantere producten, promoties en evenementen.

05/16/20

AC1900!

AC66U/|

AC68RV

ACB87R/R

05/02/2019 Latest software announcement for ZenFone devices V

04/13/2019 ASUS Certificate Maintenance Advisory - Motherboards, Graphics Cards, Mini PCs,
Workstations and Servers

03/26/2019 ASUS response to the recent media reports regarding ASUS Live Update tool attack by
Advanced Persistent Threat (APT) groups

08/14/2018 Security advisory for OpenVPN server V

08/07/2018 Latest software announcement for ZenFone/ZenPad devices V

06/08/2018 Security advisory for VPNFilter malware V

04/03/2018 Security Vulnerability Notice (CVE-2018-5999, CVE-2018-6000) for ASUS routers V
01/05/2018 ASUS Motherboards Microcode Update for Speculative Execution and Indirect Branch
Prediction Side Channel Analysis Method

12/30/2017 New firmware available for Wireless Router GT-AC5300/ RT-AC5300/ RT-AC88U/ RT-AC3100/
RT-AC87U/ RT-AC87R/ RT-AC3200/ RT-AC86U/ RT-AC68 series/ RT-AC55U/ RT-N18U/
12/01/2017 Motherboards Update on Intel ME/TXE Advisory

10/31/2017 Update on security advisory for the vulnerability of WPA2 protocol V

10/18/2017 Security advisory for the vulnerabilities of WPA2 protocol V

04/26/2017 New firmware available for Wireless Router RT-AC88U/ Wireless Router RT-AC66U B1
04/24/2017 New firmware available for Wireless Router RT-AC5300/ Wireless Router RT-AC3100
04/14/2017 New firmware available for Wireless Router RT-AC53

03/31/2017 New firmware available for Wireless Router RT-AC87U/ RT-AC87R/ RT-AC3200/ RT-AC68U/ RT-
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ACB68R/ RT-AC68W/ RT-AC68P/ RT-AC1900P/ RT-AC66U/ RT-AC66R/ RT-AC1750/ RT-AC56U/ RT-AC56R/
RT-N66U/ RT-N66R/ RT-N66W/ RT-AC53U/ RT-AC51U/ RT-AC750/ RT-N300/ RT-N11P/ RT-N12+/ RT-N12+
Pro/ RT-N12E B1/

03/24/2017 New software available for Wireless Adapter PCE-AC56

12/23/2016 New firmware available for Wireless Router RT-AC5300 / RT-AC88U / RT-AC3100 / RT-AC3200 /
RT-AC87U / RT-AC87R / RT-AC66U / RT-AC66W / RT-AC1750 / RT-AC55UHP / RT-AC55U / RT-AC52U / RT-

N56U / RT-N12 D1
12/13/2016 New firmware available for Wireless Router RT-AC68U / RT-AC68R / RT-AC68W / RT-AC68UF /
RT-AC68P / RT-AC1900P / RT-AC1900 / RT-AC66U_B1
10/29/2016 New firmware available for Repeater RP-N12 / RP-N14 / RP-N53 / RP-AC52/ RP-AC56/ Media
Bridge EA-N66/ EA-N66R
10/17/2016 New ATK driver available for Notebook K53SV
09/10/2016 New firmware available for Wireless Router RT-AC66U / RT-AC66R / RT-AC66W / RT-AC1750

Hall of fame

We would like to thank the following people have made responsible disclosures to us. They were very first

reporters to notified qualifying vulnerabilities which consented to be fixed by ASUSTek Computer Inc. Thank

you and congratulations for demonstrating your technical skill, security knowledge, and responsible behavior.
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If you have any inquiries, questions, comments or complaints about the security advisory page, Please feel

free to contact security@asus.com.

All ASUS routers, launched since 2020 will received at least three years of security updates.
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