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Bug 2324291 (CVE-2024-10963) - CVE-2024-10963 pam: Improper Hosthame Interpretation in

pam_access Leads to Access Control Bypass
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Fixed In Version:

Doc Type: @ ---

Doc Text: @ A problem was found in
pam_access where certain
rules in its configuration
file are mistakenly treated

as hostnames.

This means

attackers could trick the
system by pretending to be a
trusted hostname, gaining
unauthorized access. It's a
risk for systems that rely
on this feature to control
who can access specific
services or terminals.
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Environment:
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Embargoed:

Description

A vulnerability in pam_access allows unauthorized users to bypass
access restrictions by spoofing hostnames. This occurs because
pam_access improperly interprets local access.conf rules to match
remote hostnames, compromising configurations intended to restrict
local access only. The issue affects all deployments using this
configuration method, posing a significant risk to secure environments.

You need to log in before you can comment on or make changes to this bug.
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