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1 <?php

2 if ( ! defined( 'ABSPATH' ) ) {

3 exit;

4}

5

6 /**

7 * wordpress apis

8 *

9 * @author rain

10 * @since 1.0.0

1M */

12 class XH_Social_WP_Api{

13 /**

14 * The single instance of the class.

15 *

16 * @since 1.0.0

17 * @var XH Social WP_Api

18 */

19 private static $ instance = null;
21 * Main Social Instance.
22 *
23 * Ensures only one instance of Social is loaded or can be loaded.
24 *

25 * @since 1.0.0

26 * @static

27 * @return XH Social - Main instance.

28 */

29 public static function instance() {

30 if ( is _null( self::$ instance ) ) {

31 self::$ instance = new self();

32 }

33 return self::$ instance;

34 }

35

36

37 private function __construct(){}

38

39 public function convert_remoteimage_to_local($wp user id,$remote image url){
40 if(!$remote _image url){
41 throw new Exception("XBUZRIEXX AN | XM REENZE" ) ;
42 }
43
44 if(stripos($remote image url, '//')===0){
45 $remote image url="https:{$remote image url}";
46 }
47
48 if(stripos($remote image url, 'http://')===0&&stripos($remote image url, 'https://')===0){
49 throw new Exception("iEBURFENXHRNY : XHHULKREIRE, {$remote image url}");
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$info = pathinfo($remote image url);
$basename = $info&&is array($info)&&isset($info['basename'])&&S$info[ 'basename']?

$info[ 'basename']:null;

//
//
//
//
//
//

if(!$basename){

throw new Exception("EEURFEXHRY @ XHRIZEKK, {$remote image url}");
)

$basenames = explode('?', $basename);
$basename = $basenames[0];
if (empty($basename)){

throw new Exception("IREUZFEXMHENY : XGREERE, {$remote_image url}");

$p = strpos($basename, '.');
if($p!==Ffalse){

$filekey ='/'. md5($remote image url).substr($basename, $p);
}else{

$filekey ='/'. md5($remote image url).'.png';

$social img = get user meta($wp user id, ' social img',true);
if($social img&&strpos($social img, $filekey)){
return $social img;

}

$config = wp _get upload dir();
$localdir = $config['path'];

$localpath = $localdir.$filekey;

$img = @file get contents($remote image url, false,stream context create( array(
'http'=>array(
‘method'=>"GET",
"timeout'=>3,// B
)
)));
$img = XH Social Helper Http::http get($remote image url, false,null,5);
if(1$img){
throw new Exception("iEEUZFEXXHEN : {$remote _image url}");
}
if(!@file put_contents($localpath, $img)){
throw new Exception("XHEALKMN : {$localpath}");
}
update user meta($wp user id, ' social img',$config['url'].$filekey);
return $config['url'].$filekey;
}
/**
* @return $captchas|[]
*/

public function get_captchas() {
return apply filters('wsocil captcha', array(
new WSocial Captcha()
)

/**
*
* @return Abstract WSocial Captcha
*/
public function get_captcha() {
$captcha id = XH Social Settings Default Other Default::instance()->get option('captcha');
$captchas = $this->get captchas();
foreach ($captchas as $captcha){
if($captcha->id==$captcha_id){



Line

117 return $captcha;

118 }

119 }

120 return count($captchas)>0? $captchas[0]:null;

121 }

122

123 public function filter_display_name($nickname or loginname or displayname){

124 $ return = $nickname or loginname or displayname;

125 !/ WREFHS, WA

126 if(preg match('/"\d{11}$/',$nickname or loginname or displayname)){

127 //139****4325

128
$ return= substr($nickname or loginname or displayname, 0,3)."****" substr($nickname or loginname or display
name, -4);

129
}else if(is email($nickname or loginname or displayname)&&strlen($nickname or loginname or displayname)>4){

130 $index of at = strpos($nickname or loginname or displayname, '@');

131 if($index of at!==false&&$index of at>1){

132 //12@qq.com

133 $length =$index of at-4;

134 if($length<=0){$length=1;}

135 if($length>3){$length=3;}

136

137
$ return = substr( $nickname or loginname or displayname, 0,$length)."****" substr( $nickname or loginname o
r displayname, $index of at>7?7:$index of at);

138 }

139 }

140

141 return apply filters('wsocial filter_display name', $ return,$nickname_or_loginname _or_displayname);

142 }

143 /x*

144 * HETHEIR P S IFRE

145 * @param array $roles

146 * @deprecated 1.0.0 Use get user by()

147 * @since 1.0.0

148 */

149 public function capability($roles=array('administrator')){

150 global $current user;

151 if(!is user logged in()){

152 }

153

154 if(!$current user->roles||!is array($current user->roles)){

155 $current user->roles=array();

156 }

157

158 foreach ($roles as $role){

159 if(in_array($role, $current user->roles)){

160 return true;

161 }

162 b

163 return false;

164 }

165

166
public function get_log_on_backurl(s$atts = array(),$ get=true,$get session=true,$set session = false,$defaul
t = null){

167 $log on callback uri=$atts&&is array($atts)&&isset($atts['redirect to'])?
esc url raw($atts['redirect to']):null;

168 if(empty($log on callback uri)){

169 if(!is null($ get)&&$ get===true){

170 $ get=$ GET;

171 }

172 if($ _get&&is array($ get)&&isset($ get['redirect to'])){

173 $log on _callback uri =esc_url raw(urldecode($ get['redirect to'l));

174 }

175 }

176

177 if($get session&&empty($log on callback uri)){
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$log_on_callback uri = XH Social::instance()->session->get('social_login_location uri');

}
if (empty($default)){

$default = home url('/");
}

if(empty($log on callback uri)){
$log on callback uri=$default;

}

if(strcasecmp(XH Social Helper Uri::get location uri(), $log on callback uri)===0){
$log on callback uri = $default;

}

$log on callback uri = apply filters('wsocial log on backurl', $log on callback uri);
if($set session){
XH_Social::instance()->session->set('social_login_location uri',$log on callback uri);

}
return $log on callback uri;
}
/**
* ARAEREHN, €luser login
* @param string $nickname
* @return string
* @since 1.0.1
*/

public function generate_user_login($nickname){
$ nickname = $nickname;

$nicknamel = apply filters('wsocial user login pre',null, $ nickname);
if ('empty($nicknamel)){
return $nicknamel;

$nickname = sanitize user(XH Social Helper String::remove emoji($ nickname, false),true);
if (empty($nickname)){
$nickname = mb_substr(str shuffle("abcdefghigklmnopqrstuvwxyz123456") ,0,4,'utf-8');

$nickname = apply filters('wsocial user login sanitize', $nickname,$ nickname);
if(mb_strlen($nickname)>32){
$nickname = mb_substr($nickname, 0,32, 'utf-8');

$pre_nickname =$nickname;

$index=0;
while (username exists($nickname)){
$index++;
if($index==1){
$nickname=$pre nickname.' '.time();//F+—FHHIENK
continue;

// BIREHI#L
$nickname.=mt rand(1000, 9999);

if(strlen($nickname)>60){

$nickname = $pre nickname.' '.time();

}

/! EXEH T %

if($index>5){
$nickname = XH Social Helper String::guid();
break;



Line

245 }

246 }

247

248 return apply filters('wsocial user login', $nickname,$ nickname);
249 }

250

251 public function get_plugin_settings_url(){

252 return admin_url('admin.php?page=social page add ons');
253 }

254

255 /**

256 * @since 1.0.9

257 * @param array $request

258 * @param bool $validate notice

259 * @return bool

260 */

261 public function ajax_validate(array $request,$hash,$validate notice = true){
262 if(XH Social Helper::generate hash($request, XH Social::instance()->get hash key())!=$hash){
263 return false;

264 }

265

266 return true;

267 }

268

269 /**

270 * IR ERIR

271 * @param string $key

272 * @param string $error

273 * @since 1.0.5

274 */

275 public function set_wp_error($key,$error){

276 XH Social::instance()->session->set("error {$key}", $error);
277 }

278

279 /**

280 * JERREEIR

281 * @param string $key

282 * @param string $error

283 * @since 1.0.5

284 */

285 public function unset_wp_error(s$key){

286 XH Social::instance()->session-> unset("error_{$key}");
287 }

288

289 /**

290 * JRERSEIR

291 * @param string $key

292 * @param string $error

203 * @since 1.0.5

294 */

205 public function get_wp_error($key,$clear=true){
296 $cache key ="error {$key}";

297 $session =XH Social::instance()->session;
208 $error = $session->get($cache key);

299 if($clear){

300 $this->unset wp error(s$key);

301 }

302 return $error;

303 b

304

305 /**

306 * @since 1.0.7

307 * @param string $log on callback uri

308 * @return string

309 */

310

public function wp_loggout_html($log on callback uri=null,$include css=false,$include header footer=false,$i



Line
nclude html=false){

311 XH Social Temp Helper::set('atts', array(

312 'log on callback uri'=>$log on callback uri,
313 ‘include_css'=>$include css,

314 'include header footer'=>$include header footer,
315 "include html'=>$include html

316 ), 'templete');

317

318 ob start();

319 require XH Social::instance()->WP->get template(XH SOCIAL DIR, 'account/logout-content.php');
320

321 return ob get clean();

322 b

323

324 /**

325 * wp die

326 * @param Exception|XH Social Error|WP _Error|string|object $err
327 * @since 1.0.0

328 */

329 public function wp_die($err=null,$include header footer=true, $exit=true){
330 XH Social Temp Helper::set('atts', array(

331 'err'=>%err,

332 "include header footer'=>$include header footer
333 ), 'templete');

334

335 ob start();

336 require XH Social::instance()->WP->get template(XH SOCIAL DIR, 'wp-die.php');
337 echo ob get clean();

338 if ($exit){

339 exit;

340 }

341 b

342

343 /**

344 * REIE R /M /IEIER/ TERRETE

345 * R L AEEERRE

346 * 2. BRETENBE R REE XL TIE

347 *

348 * @since 1.2.4

349 * @return int[]

350 */

351 public function get_unsafety_pages(){

352 return apply filters('wsocial unsafety pages', array());
353 }

354

355 public function get_safety_authorize_redirect_page(){
356 // 7Etemplate redirect ZBIiBEHI BT %

357 if(!function exists('get the ID')){

358 return home url('/");

359 }

360

361 // HEITEE

362 $current post id = get the ID();

363 if(!$current post id){

364 return home url('/"');

365 }

366

367 $unsafety pages = $this->get unsafety pages();

368 if(in_array($current post id, $unsafety pages)){
369 return home url('/");

370 }

371

372 return XH Social Helper Uri::get location uri();
373 }

374

375 /**

376 * PITERIZE



Line

377 * @param WP_User $wp user

378 * @return XH Social Error

379 * @since 1.0.0

380 */

381 public function do_wp_login($wp user,$remember=true){

382 XH Social::instance()->session-> unset('social login location uri');
383

384 $user = apply filters( 'authenticate', $wp user, $wp user=->user login, null );
385 if(is _wp_error($user)){

386 return XH Social Error::wp error($user);

387 }

388

389 $secure _cookie='";

390 if ( get user option('use ssl', $wp user->ID) ) {

391 $secure cookie = true;

392 force ssl admin(true);

393 }

394

395 wp_set auth cookie($wp user->ID, $remember, $secure cookie);
396 /**

397 * Fires after the user has successfully logged in.

398 *

399 * @since 1.5.0

400 *

401 * @param string $user login Username.

402 * @param WP _User $user WP User object of the logged-in user.
403 */

404 do_action( 'wp login', $wp user->user login, $wp _user );
405

406 return XH Social Error::success();

407 }

408

409 public function clear_captcha(){

410 $captcha = $this->get captcha();

411 if($captcha){

412 $captcha->clear captcha();

413 }

414 }

415

416 const FIELD CAPTCHA NAME ='captcha';

417 /**

418 * RENE S WIEFER

419 * @return array

420 * @since 1.0.0

421 */

422 public function get_captcha_fields($social key = 'social captcha') {
423 $captcha = $this->get captchal();

424 if(!$captcha) return [];

425 $fields[self::FIELD CAPTCHA NAME] = array(

426 'social key' => $social key,

427 'type' => array($captcha, 'create captcha form'),

428 'validate'=>array($captcha, 'validate captcha')

429 );

430

431 return apply filters('xh social captcha fields',6 $fields);
432 }

433

434 /**

435 * FREVEMTIR

436 * @return NULL|Abstract XH Social Add Ons[]

437 */

438 public function get_plugin_list_from_system(){

439 $base dirs = XH Social::instance()=->plugins dir;

440

441 $plugins = array();

442 $include files = array();

443



Line
444 foreach ($base dirs as $base dir){
445 try {
446 if(!is dir($base dir)){
447 continue;
448 }
449
450 $handle = opendir($base dir);
451 if(!$handle){
452 continue;
453 }
454
455 try {
456 while(($file = readdir($handle)) !== false){
457 if (empty($file)||$file=="."||$file==".."||$file=="1index.php"'){
458 continue;
459 }
460
461 if(in_array($file, $include files)){
462 continue;
463 }
464 /1 BFIRZ N B RAEEEAE £inc ludBYFEIR
465 $include files[]=$file;
466
467 try {
468 if(strpos($file, '.')!==false){
469 if(stripos($file, '.php')===strlen($file)-4){
470 $file=str replace("\\", "/",$base dir.$file);
471 }
472 telse{
473 $file=str replace("\\", "/",$base dir.$file."/init.php");
474 }
475
476
477 if(file exists($file)){
478 $add on=null;
479 if(isset(XH Social::instance()->plugins[$file])){
480 /) BEsE
481 $add on=XH Social::instance()->plugins[$file];
482 }else{
483 LS5
484 $add _on = require_once $file;
485
486 if($add on&&$add on instanceof Abstract XH Social Add Ons){
487 $add on->is active=false;
488 XH Social::instance()->plugins[$file]=$add on;
489 telse{
490 $add on=null;
491 }
492 }
493
494 if($add on){
495 $plugins[$file]=%$add on;
496 }
497 }
498
499 } catch (Exception $e) {
500 }
501 }
502 } catch (Exception $e) {
503 }
504
505 closedir($handle);
506 } catch (Exception $e) {
507
508 }
509 }
510
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511 $results = array();

512 $plugin_ids=array();

513 foreach ($plugins as $file=>$plugin){

514 if(in_array($plugin->id, $plugin ids)){

515 continue;

516 }

517

518 $results[$file]=$plugin;

519 }

520

521 return $results;

522 }

523

524 /**

525 *

526 * @param string $page templete dir

527 * @param string $page templete

528 * @return string

529 * @since 1.0.8

530 */

531 public function get_template($page templete dir,$page templete){
532 if(strpos($page templete, 'social/')===0){

533 $page_templete=substr($page templete, 7);

534 }

535

536 if(file _exists(STYLESHEETPATH.'/social/'.$page templete)){
537 return STYLESHEETPATH.'/social/'.$page templete;

538 }

539

540 if(file_exists(STYLESHEETPATH.'/wechat-social-login/'.$page templete)){
541 return STYLESHEETPATH.'/wechat-social-login/'.$page templete;
542 }

543

544

return apply filters('wsocial get template', $page templete dir . '/templates/' . $page templete, $page templ
ete dir, $page templete);

545 }

546

547 /**

548 *

549 * @param string $dir

550 * @param string $templete name

551 * @param mixed $params

552 * @return string

553 */

554 public function requires($dir, $templete name, $params = null,$require=false)
555 {

556 if (! is null($params)) {

557 XH Social Temp Helper::set('atts', $params, 'templates');
558 }

559 $dir =apply filters('wsocial require dir', $dir,$templete name);
560

561 if($require){

562 return require $this->get template($dir, $templete name);
563 }else{

564 ob_start();

565 require $this->get template($dir, $templete name);

566 return ob get clean();

567 }

568 }

569 }
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