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research community, and through
internal review and testing.

Feedback is responsibly shared to the
product team in order to offer security
updates to the Mattermost community

prior to publicly disclosing issues on the

Mattermost Security Updates page.
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Affected Release  Fix
Issue ID Severity  Versions Date Versions Details
MMSA-2024-00362 Medium 9.10.x 2024- 9.11.0 Details on the security update will be
<= 08-28 9.10.2 posted here on September 27 as per
9.10.1 9.9.3 Responsible Disclosure Policy.
9.9.x <= 9.5.9
9.9.2
9.5.x <=
9.5.8
MMSA-2024-00373 Low 9.11.x 2024- 10.0.0 Details on the security update will be
<= 08-27 9.11.1 posted here on September 26 as per
9.11.0 9.5.9 Responsible Disclosure Policy.
9.5.x <=
9.5.8
MMSA-2024-00369 Low 9.5.x<= 2024- 9.11.0
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Issue ID

MMSA-2024-00374
CVE-2024-8071

MMSA-2024-00368
CVE-2024-40886

MMSA-2024-00365
CVE-2024-42411

MMSA_2N24A-NNRA

Medium

Medium

Medium

I A

Affected
Versions

9.11.0
9.10.x
<=
9.10.1
9.9.x <=
9.9.2
9.5.x <=
9.5.8

9.9.x <=
9.9.1
9.5.x <=
9.5.7
9.10.x
<=
9.10.0
9.8.x <=
9.8.2

2024-
07-23

9.9.x <=
9.9.1
9.5.x<=
9.5.7
9.10.x
<=
9.10.0
9.8.x<=
9.8.2

2024-
07-23

9.9.x <=
9.9.1
9.5.x <=
9.5.7
9.10.x
<=
9.10.0
9.8.x <=
9.8.2

2024-
07-23

QR v -— 2024

Fix
Versions
9.10.2
9.9.3
9.5.9

9.11.0
9.9.2
9.5.8
9.10.1
9.8.3

9.11.0
9.9.2
9.5.8
9.10.1
9.8.3

9.11.0
9.9.2
9.5.8
9.10.1
9.8.3
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Details

Responsible Disclosure Policy.

(CWE-284) Fixed an issue where a Sy
Role with edit access to the permissic
section of system console could upde
their role (e.g. member) to include the
“manage_system’ permission, effect
becoming a System Admin. Thanks tc
BhaRat (hackit_bharat) for contributi
this improvement under the Matterm
responsible disclosure policy.

(CWE-352) Fixed a one-click client-si
path traversal issue that was leading-
CSRF in User Management page of tt
system console. Thanks to <Reporter
contributing to this improvement und
Mattermost responsible disclosure pc¢

(CWE-754) Fixed an issue where the |
could manipulate the creation date ir
POST /api/v4/users tricking the admir
believing their account is much older.
Thanks to DoyenSec for contributing
improvement under the Mattermost
responsible disclosure policy.
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Affected

Issue ID Versions
MMSA-2024-00359 Low 9.5.x<= 2024-
CVE-2024-39810 9.5.7 07-23
9.10.x
<=
9.10.0
Showing 1 to 10 of 347 entries 1 2

Fix
Versions

9.11.0
9.5.8
9.10.1

Details

(CWE-400) Fixed an issue where a Sy
Role with access to the Elasticsearch
system console could add any file as .
path field, such as /dev/zero and aftel
testing the connection they could cat
the application to crash. Thanks to
DoyenSec for contributing to this
improvement under the Mattermost
responsible disclosure policy.
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Note: To increase the safety of Mattermost users, specific details on security updates in Mattermost
releases are announced 30 days after the availability of the update. We have a mandatory upgrade policy

and only provide updates for the latest release.
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