


Submit #566469: RuoYi-Vue 3.8.9 Information Disclosure

Title RuoYi-Vue 3.8.9 Information Disclosure

Description If user checked rememberMe in login page, the cookie will carry encrypted password in all of the 

following requests. However, the private key which can be used to decrypt the password is hard coded 

in jsencrypt.js, attacker can get encrypted password from cookie and decrypt the password with the 

private key.

Source ⚠ https://magnificent-dill-351.notion.site/Password-Disclosure-in-RuoYi-Vue-3-8-9-

1e3c693918ed80ee9799f270c8346cd4

User   s0l42 (UID 82389)

Submission 04/28/2025 05:49 AM (15 days ago)

Moderation 05/10/2025 08:07 AM (12 days later)

Status Accepted

VulDB Entry 308282  [yangzongzhuan RuoYi-Vue up to 3.8.9 Password login.vue sensitive information in a 

cookie]

Points 14

⚠ Notice

Submissions are made by VulDB
community users. VulDB is not
responsible for their content nor the
links to external sources.

Please use the raw information shown
and the links listed with caution. They
might contain malicious and harmful
actions, code or data.

The corresponding VulDB entries
contain the moderated, verified, and
normalized information provided within
the raw submission.
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