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GOSUNCN TECHNOLOGY GROUP AUDIO-VISUAL
INTEGRATED MANAGEMENT PLATFORM 4.0
CONFIGURATION FILE CONFIG.PROPERTIES

INFORMATION DISCLOSURE

A vulnerability, which was classified as problematic, was found in Gosuncn Technology Group Audio-Visual Integrated Management Platform

4.0. Affected is an unknown function of the file /config/config.properties of the component Configuration File Handler. The manipulation with

an unknown input leads to a information disclosure vulnerability. CWE is classifying the issue as CWE-200. The product exposes sensitive

information to an actor that is not explicitly authorized to have access to that information. This is going to have an impact on confidentiality.

The advisory is shared for download at wiki.shikangsi.com. This vulnerability is traded as CVE-2025-4535. The exploitability is told to be easy.

It is possible to launch the attack remotely. The exploitation doesn't require any form of authentication. Technical details and a public exploit

are known. The MITRE ATT&CK project declares the attack technique as T1592.

The exploit is shared for download at wiki.shikangsi.com. It is declared as proof-of-concept. The vendor was contacted early about this

disclosure but did not respond in any way.

It is possible to mitigate the weakness by firewalling .

Similar entries are available at VDB-295204, VDB-298661, VDB-299033 and VDB-299744.
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Vendor

Gosuncn Technology Group

Name
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CPE 2.3

🔒
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CPE 2.2

🔒

CVSSv4

VulDB Vector: 🔒

VulDB Reliability: 🔍

CNA CVSS-B Score: 🔒

CNA CVSS-BT Score: 🔒

CNA Vector: 🔒

CVSSv3

VulDB Meta Base Score: 5.3

VulDB Meta Temp Score: 5.1

VulDB Base Score: 5.3

VulDB Temp Score: 4.9

VulDB Vector: 🔒

VulDB Reliability: 🔍

CNA Base Score: 5.3

CNA Vector: 🔒

CVSSv2

VulDB Base Score: 🔒

VulDB Temp Score: 🔒

VulDB Reliability: 🔍

Exploiting

Class: Information disclosure

CWE: CWE-200 / CWE-284 / CWE-266

CAPEC: 🔒
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ATT&CK: 🔒

Local: No

Remote: Yes

Availability: 🔒

Access: Public

Status: Proof-of-Concept

Download: 🔒

Price Prediction: 🔍

Current Price Estimation: 🔒

Threat Intelligence

Interest: 🔍

Active Actors: 🔍

Active APT Groups: 🔍

Countermeasures

Recommended: Firewall

Status: 🔍

0-Day Time: 🔒

Timeline

05/10/2025   Advisory disclosed

05/10/2025  +0 days  VulDB entry created

05/11/2025  +1 days  VulDB entry last update

Sources

Advisory: wiki.shikangsi.com

Status: Confirmed

CVE: CVE-2025-4535 (🔒)

GCVE (CVE): GCVE-0-2025-4535

GCVE (VulDB): GCVE-100-308280

scip Labs: https://www.scip.ch/en/?labs.20161013

See also: 🔒
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Entry

Created: 05/10/2025 08:06 AM

Updated: 05/11/2025 10:58 AM

Changes: 05/10/2025 08:06 AM (57), 05/11/2025 10:58 AM (30)

Complete: 🔍

Submitter: wiki

Cache ID: 5:34E:101

Submit

Accepted

Submit #566424: Gosuncn Technology Group Co., Ltd. Audio-Visual Integrated Management Platform V4.0 Improper Access Controls (by

wiki)

Discussion

No comments yet. Languages: en.
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