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CVE-2025-46192

SourceCodester Client Database Management System 1.0 is vulnerable to unauthenticated
blind SQL injection in user_payment_update.php via the order_id POST parameter. The input is
directly embedded into a SQL query without proper sanitization or parameterization, allowing
remote attackers to extract sensitive information from the database, such as user credentials,
through crafted Boolean-based payloads.


https://github.com/x6vrn
https://github.com/x6vrn/mitre
https://github.com/x6vrn
https://github.com/x6vrn/mitre/commits?author=x6vrn
https://github.com/x6vrn/mitre/commit/3031d4507d634bc30bf939eac9d3a19ea665fc73
https://github.com/x6vrn/mitre/commit/3031d4507d634bc30bf939eac9d3a19ea665fc73
https://github.com/x6vrn/mitre
https://github.com/x6vrn/mitre/issues
https://github.com/x6vrn/mitre/pulls
https://github.com/x6vrn/mitre/actions
https://github.com/x6vrn/mitre/projects
https://github.com/x6vrn/mitre/security
https://github.com/x6vrn/mitre/pulse
https://github.com/x6vrn/mitre/tree/main
https://github.com/x6vrn/mitre/commits/main/CVE-2025-46192.md
https://github.com/x6vrn/mitre/raw/refs/heads/main/CVE-2025-46192.md




