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1. Conditions Required for Escalation from SQLi to RCE:

o Database Privileges: The database user must have sufficient privileges to
execute operating system-level commands (e.g., xp_cmdshell in SQL

Server, COPY ... PROGRAM in PostgreSQL).

» Database-Specific Features: Some databases have built-in functions or

stored procedures that allow the execution of shell commands.

Techniques for Exploiting SQLi to Achieve RCE:

Here are a few methods attackers may use to escalate SQL Injection to

Remote Code Execution:
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o PostgreSQL (copy ... PROGRAM): PostgreSQL allows execution of system

commands using the copy command with the proGrAmM option:

's COPY (SELECT '') TO PROGRAM 'whoami'; --

Preconditions:

» The attacker needs sufficient privileges to execute copy with PROGRAM .

e The PostgreSQL server must run on an environment that allows this.

Reading and Writing Files: SQL injection may allow the attacker to read or
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e Find an entry point (such as a form, query string, etc.) vulnerable to SQL

injection.

e Test and confirm that the input can be manipulated to change the SQL

query.
2. Determine Database Type and Version:
o Use the SQL injection to extract information about the database type
(MySQL, SQL Server, PostgreSQL, Oracle, etc.) and its version. This helps

in understanding which specific commands or techniques can be used.

3. Check for Available Privileges and Features:
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» Use the RCE to escalate privileges, pivot to other systems, or exfiltrate
data.

Mitigation Techniques

To prevent SQL injection from escalating to RCE:

1. Use Least Privilege Principles: Ensure that the database user only has the
minimum permissions required. Avoid giving permissions to execute OS-

level commands unless absolutely necessary.

2. Disable Dangerous Functions: Disable or restrict database functions that
can execute system-level commands (e.g., xp_cmdshell in SQL Server,

LOAD DATA INFILE in MySQL).
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