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ATEN LCD KVM over IP Switch CL5708IM - Heap-based Buffer
Overflow

TVN ID TVN-202505005

CVEID CVE-2025-3713
7.5 (High

CVSS (High)

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
Affected Products LCD KVM over IP Switch CL5708IM before firmware version v2.2.215

The LCD KVM over IP Switch CL5708IM has a Heap-based Buffer Overflow vulnerabil
Description ity, allowing unauthenticated remote attackers to exploit this vulnerability to perform a
denial-of-service attack.

Solution Please update firmware to version v2.2.215 or later
Credit Nataliya Tlyapova (Positive Technologies), Dmitry Sklyarov (Positive Technologies)
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