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ATEN LCD KVM over IP Switch CL5708IM - Stack-based Buffer
Overflow

TVN ID TVN-202505003
CVE ID CVE-2025-3711
9.8 (Critical)
CVSsSs

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
Affected Products LCD KVM over IP Switch CL5708IM before firmware version v2.2.215

The LCD KVM over IP Switch CL5708IM has a Stack-based Buffer Overflow vulnerabi
Description lity, allowing unauthenticated remote attackers to exploit this vulnerability to execute ar
bitrary code on the device.

Solution Please update firmware to version v2.2.215 or later
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