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Submit #558355: D-Link DIR-605L 2.13B01 Command

Injection

Title D-Link DIR-605L 2.13B01 Command Injection

Description d-link DIR-605L has command injection vulnerability in sub_454F2C.he program receives the value of 

the host field through the websGetVar function,concatenates it into a formatted string using the sprintf 

function, and finally executes a system command using the system function. Since the attacker's 

inputis not filtered, any command can be executed.

Source ⚠️ https://github.com/jylsec/vuldb/blob/main/D-Link/dlink_dir605l/Command_injection-sub_454F2C-

sysCmd/README.md

User   jylsec (UID 60282)

Submission 04/15/2025 02:37 PM (25 days ago)

Moderation 05/08/2025 07:02 PM (23 days later)

Status Accepted

VulDB Entry 308051  [D-Link DIR-605L 2.13B01 sub_454F2C sysCmd command injection]

Points 19

 Notice

Submissions are made by VulDB
community users. VulDB is not
responsible for their content nor the
links to external sources.

Please use the raw information shown
and the links listed with caution. They
might contain malicious and harmful
actions, code or data.

The corresponding VulDB entries
contain the moderated, verified, and
normalized information provided within
the raw submission.

 Documentation

Submission Policy
Data Processing
CVE Handling
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