


Submit #558352: D-Link DIR-605L 2.13B01 Buffer Overflow

Title D-Link DIR-605L 2.13B01 Buffer Overflow

Description d-link DIR-605L has buffer overflow vulnerability in formSetWAN_Wizard55.The program receives the 

value of the host field through the websGetVar function,concatenates it into a formatted string using 

the sprintf function. Since the sprintf lacks the boundary check and the attacker's input length isn't 

checked either , buffer overflow exists.

Source ⚠ https://github.com/jylsec/vuldb/blob/main/D-Link/dlink_dir605l/Buffer_overflow-formSetWAN_

Wizard55-curTime/README.md

User   jylsec (UID 60282)

Submission 04/15/2025 02:35 PM (25 days ago)

Moderation 05/08/2025 07:02 PM (23 days later)

Status Accepted

VulDB Entry 308050  [D-Link DIR-605L 2.13B01 formSetWAN_Wizard55 curTime buffer overflow]

Points 19

⚠ Notice

Submissions are made by VulDB
community users. VulDB is not
responsible for their content nor the
links to external sources.

Please use the raw information shown
and the links listed with caution. They
might contain malicious and harmful
actions, code or data.

The corresponding VulDB entries
contain the moderated, verified, and
normalized information provided within
the raw submission.

 Documentation

Submission Policy
Data Processing
CVE Handling

🛡 Home Submit 558352

© 1997-2025 vuldb.com · cc by-nc-sa v18.25.3

https://vuldb.com/?rss.submit
https://vuldb.com/?user.60282
https://vuldb.com/?recent.20250415
https://vuldb.com/?submits.20250508
https://vuldb.com/?kb.submission
https://vuldb.com/?id.308050
https://vuldb.com/?user
https://vuldb.com/?user
https://vuldb.com/?kb.submission
https://vuldb.com/?kb.processing
https://vuldb.com/?kb.cna
https://vuldb.com/?
https://vuldb.com/?submit
https://vuldb.com/?kb.terms
https://vuldb.com/?kb.terms
https://vuldb.com/?kb.terms
https://vuldb.com/?kb.terms
https://creativecommons.org/licenses/by-nc-sa/4.0/
https://vuldb.com/?kb.changelog
https://vuldb.com/?
https://vuldb.com/?

