@ Home Submit 557087

Submit #557087: New H3C Technologies Co., Ltd. H3C GR-
1800AX <=100R008 Command execution

Title New H3C Technologies Co., Ltd. H3C GR-1800AX <=100R008 Command execution

Description H3C Mini router H3C GR-1800AX has a serious buffer overflow vulnerability. By

routing/goform/aspForm and properly controlling the param field, a buffer overflow can be caused,

resulting in a denial of service attack or even remote code execution. Specifically triggered by

Enablelpv6
Source I\ https://github.com/CH13hh/tmp_store_cc/blob/main/H3C%20GR-1800AX/1.md
User # BabyShark (UID 83915)

Submission 04/12/2025 01:56 PM (28 days ago)

Moderation 05/08/2025 06:52 PM (26 days later)

Status

VulDB Entry [H3C GR-1800AX up to 100R008 /goform/aspForm Enablelpv6 param buffer overflow]

Points 17
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