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Hello auditer,here are some Dlink DNS series machine RCE,which can excute code without 

auth in specify machines.

DNS-320 – Version 1.00

DNS-320LW – Version 1.01.0914.2012

DNS-325 – Versions 1.01 and 1.02

DNS-340L – Version 1.08

These vulnerabilities are belong to account_mgr.cgi ,which cmd parameter(it determined 

which code brench to run)is:

cmd=cgi_chg_admin_pw

cmd=cgi_group_add

cmd=cgi_group_modify

cmd=cgi_chg_admin_pw(In fact, I believe there are many more vulnerabilities on this 

machine. I have only scratched the surface, just 1% of it.)

First thing first,let's unpack the firmware and get to the file: account_mgr.cgi,then put it into 

IDA,we can see cgiMain() has so many brench we can go,we need control
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in addition, we don't need to worry about the authentication of  check_login()  (  sub_1CF

0C ), because its authentication logic is essentially meaningless. The function  wto_chkTim

e  will always return a non-zero value(1,2,5,6), which means that even if the user is not logged 

in, directly accessing the CGI will still cause check_login  to succeed.
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we can submit "cmd=cgi_chg_admin_pw" to get to the vulnerable route

the vuln to be tested is determind by vulpoint_template

account_mgr.cgi->cgi_chg_admin_pw

PoC&EXP(sum of the 4-ones vulnerabilities)
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