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Operations Bridge Manager: Security Update for CVE-2025-3272

This article describes the actions to fix the product security vulnerability CVE-2025-3272.
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Summary: This article describes the actions to fix the product security vulnerability CVE-2025-3272.

A potential vulnerability has been identified by Open Text Operations Bridge Manager. The vulnerability may allow authenticated

users to change their password without providing their old password.

Solution:

Review all details in the instructions provided in this document to address the vulnerability.

Open Text recommends applying the mitigation actions as soon as possible.

Mitigation Actions:

Open Text provides a fix for this vulnerability. Please find the mitigation details per version below.

Classic version:

Email Notifications v

later versions

Affected version Upgrade to If upgrading is not an option, a hotfix is available. Contact
OpenText support to request the corresponding hotfix.
OBM 24.2 OBM 25.2 or HOTFIX30732
later versions
OBM 244 OBM 25.2 or HOTFIX30731

Document Type
Security Bulletins

Article Total View Count
140

Article Created Date
5/5/2025 1:56 PM

Last Published Date
5/5/2025 5:33 PM

Title

Operations Bridge Manager: Security Update for CVE-2025-3272

Summary@

This article describes the actions to fix the product security vulnerability CVE-2025-3272.

Operations Bridge Manager (OBM)
(/s/topic/0TO8e000000YC1yGAG...

Search Q

Knowledge Base (/S/Knowledgebasesearch)  Flexible Credits v  Help

Trending Articles

Operations Bridge Manager: Security Update for CVE-2025-3476
(/s/article/KM000040406)

List of latest available hotfixes for supported Content Manager
versions

([s/article/KM000006342)

Logging_in to Micro Focus

(/s/article/KM000004141)

Access Manager 25.2 (v5.1.1) Breaks Virtual Attribute JavaScript
Modification Functions

([s/article/KM000040378)

Windows Server 2025 does not have WMIC enabled by default.
([s/article/KM000039192)

(1) (/s/relatedlist/ka0Q4000000Az2DIXS/At

==w CVE-2025-3272-Security Bulletin-OBM
May 5, 2025 « 462KB « docx

View All

(/s/relatedlist/ka0Q4000000Az2DIAS/AttachedContentDo«

Chat With An Agent


https://portal.microfocus.com/s/article/KM000040406
https://portal.microfocus.com/s/article/KM000006342
https://portal.microfocus.com/s/article/KM000004141
https://portal.microfocus.com/s/article/KM000040378
https://portal.microfocus.com/s/article/KM000039192
javascript:void(0);
javascript:void(0);
javascript:void(0);
https://portal.microfocus.com/s/
https://portal.microfocus.com/s/delegatedadmin
https://portal.microfocus.com/s/knowledgebasesearch
https://portal.microfocus.com/s/topic/0TO8e000000YC1yGAG/operations-bridge-manager-obm
https://portal.microfocus.com/s/relatedlist/ka0Q4000000Az2DIAS/AttachedContentDocuments
https://portal.microfocus.com/s/relatedlist/ka0Q4000000Az2DIAS/AttachedContentDocuments
https://portal.microfocus.com/s/relatedlist/ka0Q4000000Az2DIAS/AttachedContentDocuments
https://portal.microfocus.com/s/relatedlist/ka0Q4000000Az2DIAS/AttachedContentDocuments
https://portal.microfocus.com/s/relatedlist/ka0Q4000000Az2DIAS/AttachedContentDocuments
javascript:void(0);
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)

in _(https:/Amwww.linkedin.com/company/opentextyff (https://twitter.com/OpenTextifg) (https:/www.youtube.com/user/opentextcorp)

Powered by OpenText TeamSite


https://www.linkedin.com/company/opentext
https://www.linkedin.com/company/opentext
https://twitter.com/OpenText
https://twitter.com/OpenText
https://www.youtube.com/user/opentextcorp
https://www.youtube.com/user/opentextcorp

