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Stored and Reflected Cross Site Scripting (XSS) in Multiple Locations

[] gistfile1.txt

1 Version Affected: 1.6.10

2 Version Fixed: 1.6.11

3

4 Researchers: Ray Truex (Github - rt1252) and Jason Giusto (Github - unklerunkle)

5

6 Description: There were multiple sections of Koillection v 1.6.10 that were vulnerable to Stored XSS
7

8 Proof of Concept Exploit

9 The Collection, Wishlist, and Album section of Koillection 1.6.10 are vulnerable to Stored and/or Re
10

11 Usage/Exploitation

12 To exploit the Stored XSS the following payload "<img src=x onerror=prompt(1)>" can be used in the C
13 To exploit the Reflected XSS in the Wishlists section, the same payload can be used via creating or
14 To exploit the Relfected XSS in the Albums section, the same payload can be used via creating or edi
15
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