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Unauthenticated SQL Injection on
get_socios.php endpoint

Critical nilsonLazarin published GHSA-5qw5-q55h-6qg7 yesterday

Package

 WeGIA (Composer)
Affected versions

< 3.3.0
Patched versions

3.3.1

Description

Summary

A Unauthenticated SQL Injection vulnerability was identified in the endpoint
/html/socio/sistema/get_socios.php , specifically in the query parameter.

This issue allows attackers to inject and execute arbitrary SQL statements
against the application's underlying database. As a result, it may lead to data
exfiltration, authentication bypass, or complete database compromise.

Details

The vulnerable endpoint directly executes user-supplied SQL input from the
POST parameter query without proper validation or sanitization. This unsafe
use of the mysqli_query() function makes the application susceptible to SQL
injection.

This approach directly processes untrusted user input, enabling malicious
actors to craft and execute unauthorized SQL queries.
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CVE ID

CVE-2025-46828
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<?php
    require("../conexao.php");
    $query = $_POST['query'];
    $resultado = mysqli_query($conexao, $query);
    $linhas = mysqli_affected_rows($conexao);
    for($i = 0; $i<$linhas; $i++){
        $tabela["socios"][$i] = mysqli_fetch_array($resultado);
    }
    echo json_encode($tabela);
?>
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A malicious request such as the one below successfully demonstrates SQL
injection by extracting database-related information:

Impact

Exfiltration of confidential data.
Database compromise.
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