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Authentication bypass in itranswarp #73

New issue

Open

RacerZ-fighting opened on Sep 26, 2024

version: 2.19

branch: master

Problem

There is a authentication bypass vulnerability in itranswarp. An attacker can exploit this vulnerability to
access /manage without any token.
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In com.itranswarp.web.filter.GlobalFilterRegistrationBean.GlobalFilter#doFilter , the method
jakarta.servlet.http.HttpServletRequest#getRequestURI  is used to obtain the resource being accessed

by the current user. No special character filtering is performed, and authorization is directly based on
whether the uri  starts with /manage/ .

Therefore, it is possible to bypass this check by using /manage;/ .

Reproduce the vulnerablitity
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No one assigned
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Access http://localhost:2019/manage/setting/website  directly will be redirected to
http://localhost:2019/auth/signin

But if access http://localhost:2019/manage;/setting/website
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