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1 CVE-2025-45238 – FoxCMS v1.2.5: Arbitrary Directory Deletion via delRestoreSerie

2 Vulnerability Type: Directory Traversal

3 Attack Vector: id parameter manipulation in the delRestoreSerie method

4

5 Reproduction Steps:

6

7 Send a crafted request to the vulnerable endpoint:

8

9 POST /admin/backup/delRestoreSerie?id=../../../../../../var/www/

10 The application does not sanitize the input path.

11

12 The specified directory is deleted recursively.

13

14 Result: The server deletes the directory provided in the id parameter.

15

16 Impact: Critical risk of arbitrary file deletion on the server. Could result in full denial of servic
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