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1 CVE-2025-45239 - FOXCMS v2.0.6: Arbitrary File Read via Path Traversal in restores Method
2 Vulnerability Type: Directory Traversal

3 Attack Vector: Malicious idList parameter

4

5 Reproduction Steps:

6

7 Craft the following JSON request payload:

8

9 idList=["../../../../../../etc/passwd"]

10 Send it to the restores method endpoint.

11

12 Observe the server error or debug message that discloses file content.

13

14 Result: Arbitrary file contents are leaked in response messages or debug output.
15

16 Impact: Potential leakage of system configuration files, sensitive credentials, and other confidenti
17


https://gist.github.com/chao112122
https://gist.github.com/chao112122
https://gist.github.com/chao112122
https://gist.github.com/chao112122/350e1af42ccea185206f8a8b9e4906e1
https://gist.github.com/chao112122/350e1af42ccea185206f8a8b9e4906e1
https://gist.github.com/chao112122/350e1af42ccea185206f8a8b9e4906e1/revisions
https://gist.github.com/chao112122/350e1af42ccea185206f8a8b9e4906e1/archive/aff1433dbf75b44efce25a71d888ad8a8b0d6fbb.zip

