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CVE-2025-45242 - Rhymix v2.1.22: Arbitrary File Deletion via procFileAdminEditImage
Vulnerability Type: Directory Traversal - File Deletion
Attack Vector: file_srl parameter
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5 Reproduction Steps:
6
7 Send a crafted POST request:
8
9

POST /admin/?module=file&act=procFileAdminEditImage&file_srl=../../../../../1.txt
10 Ensure the request contains valid admin cookies and CSRF token.

11

12 Observe that the file at the specified path is deleted.

13

14 Result: Arbitrary server files can be deleted via crafted paths.
15

16 Impact: If exploited by an admin or someone with admin token access, this can be used to destroy cri
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